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I Aplikacni test — ucel a cile

v' Ovéfeni, ze SW aplikace splfiuje zadani

v Funkéni pozadavky

v Nefunkéni pozadavky

v' Bezpelnostni pozadavky
v’ Provozni pozadavky

v’ Zivotni cyklus SW

Nejde o uplny vycet...
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I Vybrané typy aplikacnich testl

v" UNIT testy

v’ Testy nejmensich testovatelnych ¢asti aplikace
v’ Procedury...

v’ Testovani vyvojafi = riziko
v Obvykle nejsou soucddsti testovacich scénaru

v’ Cim jednoznaénéjsi funkénost a mensi jednotka, tim lepsi
testovatelnost
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I Vybrané typy aplikacnich testl

v' Assembly testy:
v’ Testovani, zda diléi ¢asti aplikace Ize sestavit do celkd
v’ Testy integrace jednotlivych komponent

v’ Testy provadi vyvojar i tester

v' Mély by byt nedilnou soudasti vyvoje
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I Vybrané typy aplikacnich testl

v' Systémové a integracni testy

v' Systémové:

v" Aplikace spliiuje definované poZzadavky

v’ Integradni:

v" Aplikace pracuje korektné v definovaném prostredi

VIAVIS stfezime podstatné



I Funkcni testy

v' Ovéreni zda:

v’ Existuje pozadovana funkcionalita
v’ Funkce pracuji korektné
v" Funkce jsou odolné proti nekorektnimu postupu
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I Nefunkcni testy

v Ovéfeni splnéni nefunkénich pozadavku:

v’ Zatéiové testy

v’ Testy pristupovych opravnéni

v’ Testy konzistence dat

v’ Testy GUI, srozumitelnosti
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I Bezpecnostni testy

v' Bezpecnost = dlivérnost x dostupnost x integrita:

v" PFistup k aplikaci, ¢astim, datlm

v’ Logy a zaznamy

v Odolnost proti zatéZzi — nejen zatéZovy test

v’ Zaruky integrity dat
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I Release testy, zivotni cyklus

v" Procesy update a upgrade aplikaci

v’ Je tento proces promyslen?

v’ Pfechody mezi verzemi, obéma sméry

v' Kompatibilita, konzistence dat
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I Testy zpétného inzenyrstvi

v Testy kédu s cilem

v Pochopeni know how
v’ Ziskani kédu...

v’ Bezpecnostni pohled:
v’ Je aplikace odolnd proti témto testim?
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I Specidlni oblast — mobilni aplikace

»Mobil je pro nds dar z nebes...”

v' Zaméstnanec BIS, na pfedna3ce pro CEVRO Insitut

— Utoky proveditelné i motivovanym laikem
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I Mobilni telefon

Mobile DRAM Connectivity
Sensors “
e
" Ambient Light | ((I)) Security Solutions
Baseband Processor -NFC

-_m Application Processor Display Solution
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Data v mobilnich telefonech

v Data, o kterych vime
v' Ktera to jsou?

o User created data: Contacts & address book, SMS, MMS, Calender, Voice Memos, Notes,

Photographs, Video/Audio, Maps and Location info, Voice Mails and Stored files, etc.
« Internet related data: Browsing history, emails, social networking data, etc.
o Third party application data: Messaging data (text, voice, video, pictures) from What-

sApp, Facebook, Skype, etc.

https://www.researchgate.net/publication/334996641 A Targeted Data E

xtraction System for Mobile Devices/link/5d766707299bf1cb8094cf91/do
whnload
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I Data v mobilnich telefonech

v Data, o kterych nevime...

v'Ktera to jsou?
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Data v mobilnich telefonech

v Metadata

v' Metadata v telefonu

v' Metadata u operatort

v' Metadata v telefonech protistrany
v' Metadata u vyrobce

. 510 poskytuje klientim
SI jednoznacnou odpovéd na jejich dotaz.

OSPOLECNOSTI  PREDNASKYSID ~ PROJEKTY  TISKOVEZPRAVY ~ KONTAKT  PRIHLASEN(

TelcoScore

Sluzba TelcoScore poskytuje predikce chovani zakaznika — p defaultu za ika ve finanénich sluzbach na zakladé telekomunikaénich dat za 3 mésice.

Dodavateli score jsou tfi nejvétsi mobilni operatofi: 02 Czech Republic a.s., T-Mobile Czech Republic a.s. a Vodafone Czech Republic a.s., takZe score pokryva témér cely
tuzemsky trh.

TelcoScore je jedno ¢&islo — hodnota za cely telco trh. Nabyva &iselnych hodnot v rozmezi 1-1000. Odpovéd je poskytnuta vzdy na zakladé telefonniho &isla nebo rodného

¢gisla — hodnoceni zakaznika — fyzické osoby (post paid, pre paid, i Vypodet je izovan na zakladé ich, provoznich a kreditnich dat zakaznika. Pouzivani

TelcoScore je vzdy podminéno a ika. Sluzba je j 4 a score je poskytnuto v ramci vtefin. Score je kazdy den aktualizovano a je dostupné 7/24.
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https://www.sid.cz/telco-score/

Vysoka reputace dodavatelti score garantuje vysokou pfesnost predikce.



https://www.sid.cz/telco-score/

I Android

ANDROID & CHILL

Android collects ten times as much data as
IOS because it offers 10x as much usability

https://www.androidcentral.com/android-collects-10x-much-data-ios-because-it-
offers-10x-much-usability
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Vyuziti metadat z mobilnich telefonu

v Behavioralni biometriky

BEHAVIORAL BIOMETRICS IN MOBILE BANKING APPLICATIONS

Posted by Mateusz Chrobok - 3 min read

Fraud is an immense problem for organizations navigating the digital age. Cybercriminals everywhere are targeting
businesses across all sectors, leveraging account takeover, social engineering and user impersonation schemes to
gain access to customers' wallets.

Fraud is an immense problem for organizations navigating the digital age. Cybercriminals everywhere are targeting businesses across all sectors, leveraging
account takeover, social engineering and user impersonation schemes to gain access to customers' wallets.

In fact, an estimated 78 percent of companies worldwide experienced such attacks in 2017, according to research from the Association for Financial
Professionals.

Banks and other financial institutions are, of course, among the most sought-after targets for fraudsters. Too many of these nefarious characters find success
in this industry, making off with billions of dollars per year. Despite such losses, the financial entities targeted in these fraud schemes are not collapsing under
the pressure. Most are bolstering their digital defenses via proven data security technologies - with behavioral biometrics solutions chief among them.

https://www.buguroo.com/en/blog/behavioral-biometrics-in-mobile-

banking-applications
V I AV I s stfezime podstatné
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Je sluzba zadarmo?

iMessage
‘Data Linked To You’

WhatsApp
‘Data Linked To You’

0 Contact Info e Search History

« Email Address BB \dentifiers

o Phone Number .
« Device ID

Apple 'App Privacy' Labels APPLE APP STORE

Analytics

@ Purchases

Purchase History

4 Location

Coarse Location

@ Contact Info

Phone Number

™ User Content

Other User Content

Identifiers
User ID
Device ID

1l Usage Data
Product Interaction
Advertising Data

£ Diagnostics
Crash Data
Performance Data

Other Diagnostic Data

App Functionality

@ Purchases
Purchase History

om Financial Info

Payment Info

4 Location

Coarse Location

@ Contact Info

Email Ad

Phone Number

@® Contacts

Contacts

[® User Content

Customer Support
Other User Content

B8 Identifiers
User ID
Device ID

il Usage Data

Product Interaction

£ Diagnostics

Crash Data
ce Data
Other Diagnostic Data

Perform:

https://www.forbes.com/s

Ites/zakdottman/
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I Vybrané vektory utokd

v

Kradez zarizeni

Infekce zarizeni

Exploitace zarizeni (OS, aplikace)

Vyuziti zranitelnosti

Odposlech provozu

Zneuziti metadat, behavioralnich dat
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I Casté vektory Gtoku

RD.COM - Tech -» Personal Tech - Smartphone

Top Security Threats of
Smartphones (2022)

- Brooke Nelson
i) Updated: Jan. 31,2022

https://www.rd.com/article/mobile-security-threats/
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Kradez/ztrata mobilu — jak se lze do zafizeni dostat

v’ Zcizeny mobil:

v' Bez PN a hesla, 2 FA
v' Sifrovany obsah

v’ Jen pro profesionaly

Key Benefits

Unlock devices with ease: Bypass pattern, password or PIN locks and overcome encryption challenges quickly on
popular Android and iOS devices.

Delve deep to extract more data: Perform logical, file system and physical extractions to get the most data out of
the digital devices.

Unsurpassed recovery methods: Use exclusive bootloaders, automatic EDL capability, Smart ADB and more.

Supporting the broadest range of devices: Extract data from mobile phones, drones, SIM Cards, SD cards, GPS
devices and more.

0ot

o .
0qe 1

Product Overview | Cellebrite UFED
www.cellebrite.com
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I Nékteré technologie — profesionalni nastroje

UFED Touch Ultimate - profesionalni
forenzni extrakce / ziskavani a analyza dat
z mobilnich zarizeni

o Ziskavani fyzickych a logickych dat z telefonu

o Rychla a vykonna vypocetni jednotka

o Podporuje vice nez 4000 modeli zafizeni

o Intuitivni rozhrani, velky dotykovy displej

o PouZiva se pro soudni Gcely a pro Ucely rozvédnych bezpe€nostnich
sloZzek

Dostupnost: Skladem
Kéd produktu: 69050337

QO s o

Standard v

& Hodnoceni zakaznik: (+)

@ Doprava zdarma od 6000 K¢ (+]
Q Tel. objednavka: (+420) 603 345 543 [ +) -
302 124 Kc
(bez DPH)
371 612 K¢
(s DPH)

Mnozstvi 1 |} — BGLIL eSS

https://www.spyshop24.cz/ufed-touch-ultimate-
profesionalni-forenzni-extrakce-ziskavani-a-analyza-dat- VIAVIS | srezimepossiane
z-mobilnich-zarizeni-454.html



I Spy aplikace - Android

Can Spy Apps Be Installed on an Android Remotely?

There is no way to remotely install spyware on an Android remotely.

For spying apps to work on an Android you'll need physical access the phone for a
few minutes.

You can monitor an iPhone without installing software on the phone, but there is
currently no way to do this with an Android.

Remote Install SMS Spy Android

There is quite a bit of inaccurate information surrounding installing spyware via
text message. While professional hackers might be able to install malware on a
phone using a text message, this is very different than installing spyware.

https://www.thetoolreport.com/can-vou—spv—on—an—android-phon_ev-iremogely[
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Spy aplikace - Android

@ ClevGuard Products v Demo Store Support Login
. Home > Spy > How to Install Android Spy App Remotely? Truth Revealed!
»

How to Install Android Spy App Remotely? Truth
Revealed!

Cody Walsh © Last updated Aug 24, 2020 11:14 am
@ "Is Android spy app remote installation really possible?"

This is the most frequent asked question on Google. Although technology has progressed so much, Android spy app
remote installation is virtually impossible so far. You will find many websites claim that they can remotely install spy app
without touching the device at all. Based on our tests and user feedbacks, they are scams and you may be cheated. Then

ifuniiwiant ta cnu Aan camanna'c Andraid ramatahs wihat ic tha rradihla caliitinn? | at'c an in Aanth in tha fallawina narvt

https://www.clevguard.com/spy/android-spy-app-remote-installation/
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Spy aplikace - iOS

Neotspy

SPY v REVIEWS v RELATIONSHIP v HACK v

How to Spy on iPhone Without
Installing Software

April 23, 2020

You might assume that you have to get access to someone’s Apple iPhone to review what
someone is doing with it. But in reality, you don’t have to worry about this. You can get
Neatspy to monitor someone’s iPhone without having to install the program onto that
phone. It is easy to spy on iPhone without installing software when you use Neatspy.

This is perfect as it gives you a covert way to find out what someone is doing on one’s

mobile device. You just have to get access to an iCloud account. It is a simple process that
is not going to be overly complicated or hard to follow.

https://neatspy.com/spy/spy-on-iphone-without-installing-software/
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I Spy aplikace - iOS

3 Best Ways to Spy on an iPhone in 2022

Not surprisingly, there are actually many ways people can spy on iPhones these days. | have three ways in particular
then | deemed to be among the most user friendly an easy. If you choose any of these to monitor target iPhones, |
can guarantee effective results for what you find.

The three best ways include:
1. Spy for free with Apple ID
2. Use iPhone Spy App (mSpy)
3. Use iPhone recovery stick
Let’s talk about the features, installation, and ways that each of these methods get used to monitor and spy on

iPhone targets.

https://messagingapplab.com/spy-on-iphone/
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Sledovani telefonniho cCisla

Jak sledovat Cislo mobilniho telefonu na mapé Google
[100% funkéni v roce 2022]

by Echo / Ledna 8, 2022 | Telefonni stopa

https://echospy.com/cs/jak-sledovat-%C4%8D%C3%ADslo-mobiln%C3%ADho-
telefonu-na-map%C4%9B-google/

27
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I Odposlechy provozu

v' Messaging systémy
v’ WiFi dité
v' Provoz generovany aplikacemi

v Hovory
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Bezpecnostni pohled na messaging systémy

Co je bezpecnéjsi, Signal nebo WhatsApp?

Jak miizu komunikovat bezpeéné? WhatsApp ménipodminky. Bude mit
moznost brat si vic dat, varuji experti

Oy

Co tedy je bezpecnéjsi?

https://www.seznamzpravy.cz/

Neexistuje univerzalni a bezpecné reseni

12.05.2023 29/14
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Messaging systémy

e Zakladni bezpecnostni aspekty
— vychodiska pro odpovédi:

e Metadata:
Jaka metadata sbira

Jak je platforma
uchovava

Komu metadata patfri

Jak je provozovatel
transparentni

“IM Jetadata
absolutely tells you
everything about
somebody’s life. If
you have enough
metadata, you don’t
really need content”

Stewart Baker, NSA General Counsel,
quoted by David Cole

“We kill people
based on metadata”

General Michael Hayden, former
Director of the CIA

30/14 12.05.2023



Bezpecnostni otazky

Uchovani dat o komunikaci a obsahu komunikace:

e Existuje politika uchovani dat a je zverejnéna?

* Lokace serveru, v jaké jsou jurisdikci?

e Jaka je retence uchovavanych dat?

* Jsou data a metadata Sifrovana, jak?

 Kdo ma pod kontrolou Sifrovaci klice?

e Jaky Sifrovany protokol je pouzit pro komunikaci?



Bezpecnostni otazky

 Management identit uzivatelu:

» Jak se uzivatel registruje?
e Jak platforma identifikuje a autentizuje uzivatele?
* Je podporovana vice faktorova autentizace?

* Pracuje platforma se socialnimi vazbami a analyzuje
komunikaci?

 Slucuje data z komunikaci a od jednotlivych uzivatelU?

 Vyuziva alternativni zpusoby identifikace (behavioralni
charakteristiky)?



Bezpecnostni otazky

 Prava uzivatelu:

e Jurisdikce — licen¢ni podminky a podminky uziti,
jakému pravu podléhaji

e Ma vlada pristup ke komunikaci? Do jaké miry?
* Pravo o pristup ke svym datim
* Pravo byt zapomenut



Bezpecnostni otazky

e Business model:

e Z Ceho poskytovatel zije a tvori zisk?

* Jak transparentné svuj business model komunikuje?



WhatsApp, Signal, Telegram

SEGURE
COMMUNICATION

PLATFORMS

Developing A Framework for Assessing the

Metadggee reAport is a part of the Free Press Unlimited project Publeaks. For
information on this project please visit:
https://www.freepressunlimited.org/en/projects/publeaks-nederland-

secure-and-anonymous-whistleblowing




Metadata

Category Sub-Category

Metadata

Collected

Types

Storage

Ownership

WhatsApp

Yes

Personal Data;
Usage and log
information;

Device information;

Location
information;
Network and
connection
information;
Payment and
transactional
information;

Other identifiers;
Cookie information;

Third-party
information

Yes

User/Unknown?*?

Telegram

Yes

Personal data;
Usage and log
information;
Device
information;
Cookie
information

Yes

Unknown

Yes

Personal Data;
Device
Information;
“Technical
information”#!

Yes

User

12.05.2023
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Ukladani dat

Category Sub-Category

Storage

Policy
(metadata)

Server Location

Retention

Encryption

Key
(encryption)

Protocol
(encryption)

WhatsApp

Yes

Ireland (EU
customer)
United States of
America (non-EU
customer)

Limited*4

Unknown

Unknown

Unknown

Telegram Signal
Yes Yes
Netherlands Unknown

(UK/EEA User)

Limited Unknown

Yes# Partially

Multiple Unknown
locations.

Different

location to

where data is

stored.

Unknown Signal Protocol



Identita uzivatele

Category

Sub-Category

WhatsApp

Telegram

Identity
Management

Registration
(identification)

Registration
(authentication)

Account log-in

(authentication)

2-Factor
Authentication

Data grouping
Social Graph

Additional
Identifiers

Phone number;
Username

Phone number

Unknown

Optional®3

Yes

Device identifiers;
Unique Facebook
Company Product

identifiers

associated to device

or account;

Cookie information

Phone
Numbers®

Phone
Numbers8

Phone
Number>?

Yes

Unknown
Yes>6

Cookie
information

Phone Number

Phone Number

Phone Number

Optional>*

No
No

No

12.05.2023 38/14



Prava uzivatele

Category Sub-Category

WhatsApp

User Rights

Policy

Jurisdiction

Government
Access

Data Sharing

Right to request
data

Right to be
forgotten

Transparency

Yes

Republic of Ireland
(WhatsApp Ireland

Limited)
United States of

America (WhatsApp

Inc.)

Yes

Yes

Yes

Yes

Yes>?

Telegram
Yes Yes
British Virgin
Islands
(Telegram
Group Inc); USA
Dubai
(Telegram FZ-
LLC)
Yes Yes
Yes Yes
Yes Yes
Yes Yes>’

No official

reports released
but blog does
provide insight
into government
requests etc.6?

Unknown?®°

12.05.2023
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I Ukoly pro vas

v" Najdéte zpUsob, jak zjistite, zda je v mobilu instalovana spy aplikace
v’ Jak se ji zbavite?
v' Jak Ize podvrhnout ¢islo volajiciho?

v’ Zpracujte min 5 zasad bezpeéného uzivani mobilu
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I Mate néjaké dotazy?

Dékuji za pozornost

Ing. Vladimir Lazecky
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