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Cil predmetu

_ Digitalni stopy
- Analyza
- Vyuziti
_ Investigace

- Digitalni stopy a bezpecnost

_ Prevence incidentu
_ Analyza incidentd
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I Néco zakladnich pojmu

_ Informace x data
- Bezpeclnost

_ Kyber prostor a jeho vlastnosti
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Zacneme OSINT

_ Jak hackeri planuji sve utoky?

_ Jak si vybiraji obéti?
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OSINT — Open Source Intelligence

- Proc€ OSINT:
- Vytipovani cile utoku
- Obét nemuze zjistit, Ze OSINT probihd

- OSINT je nedilnou soucasti bezpecnosti (na obou stranach)

_ Soucast témér vSech utokU
_ Provadi se v rdmci penetracnich testl a bezpecnostnich outsourcingU

_ Nedilna soucast investigativni prace
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OSINT — Open Source Intelligence

_ Neinvazivni ziskavani informaci
- Nic se neprolamuje
- Informace se ziskavaji legalné
- Zverejnéna chranéna data
- Verejna metadata

_ Oteviené zdroje (Open Sources)
-VSe, co je na internetu pristupné
- Zahrnuje i zdroje na DeepWeb a DarkNet
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Nekteré nastroje OSINT

- Vyhledavace — nejen google

- Rejstriky, databaze

- Webové archivy Interview CT24 Special e St 20.5.0a CT24
- Socialni sité a média
- Zpravodajské servery
- Chat, diskuse

-  Metadata

- Analyza multimédii

- ICT infrastruktura

_  https://www.ceskatelevize.cz/porady/10095426857-interview-ct24/220411033200002-interview-ct24-special/
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Digitalni stopa

_ VSe, co po sobé v kyber prostoru zanecham

_ Stopa, kterou neovlivnim
-Verejné rejstriky
- Zpravodajstvi
- Komunikace smérem ke mné

_ Stopa, kterou ovlivnim

- Dobrovolna interakce
- Zpusob interakce
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I Digitalni stopa — pozor, komu ji vytvarime

https://www.facebook.com/
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Digitalni identita

- Konzervativni x nekonzervativni digitalni identita
_ Identita pod kontrolou

- Identita bez kontroly
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I OSINT — Open Source Intelligence

- Cesta z bodu A do B:
- Ziskavani informaci
- Analytika a vyhodnoceni
- Vytézeni

_ Cilem je:

- Osoba, organizace
- ICT systém
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Pecliva mravenci prace

- Google a spol.

Google

VI Av I s stfezime podstatné

vladimir lazecky X ®=E Q

Q vse [ Obrazky @ Mapy [ Videa [E Zpravy : Vice Nastaveni  Nastroje

Pfiblizny po&et vysledka: 30 100 (0,32 s)

www.viavis.cz > o-nas v
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Vladimir Lazecky. Generalni feditel, vladimir.lazecky@yviavis.cz. Jsem spoluzakladatelem nasi
spolecnosti a jsem jejim feditelem. Bezpecnosti se zabyvam jiz ...

cz.linkedin.com » vladimir-lazecky-69a004108

Vladimir Lazecky - CEO - VIAVIS a.s. | LinkedIn

Vladimir Lazecky | Ceska republika | CEO ve spoleénosti VIAVIS a.s. | 303 spojeni | Zobrazit
domovskou stranku, profil, aktivitu a ¢lanky uzivatele Viadimir.
Ceska republika - CEO - VIAVIS a.s.
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Hledani identit (identita x identifikator)

Vladimir Lazecky

Generalni reditel, vladimirlazecky@viavis.cz

@ vladimir.lazecky@vsci.cz Q

VSe Obrazky Videa Novinky Mapy Nastaveni v

(O Ceskarepublika ¥  Bezpe&né vyhledavéni: Mimé v Kdykoliv ¥

Ing. Vladimir Lazecky - Vysokéa Skola CEVRO INSTITUT
[J https://www.cevroinstitut.cz/cs/pedagog/ing-vladimir-lazecky-1/

Ing. Vladimir Lazecky - Vysokéa skola CEVRO INSTITUT, vysoka $kola prévnich a socidlnich
studif

KWEOQOS5 - Vyucujici

) https://aplikace.skolaonline.cz/SOL/PublicWeb/CEVRO/KWEOQO05_Vyucujici.aspx
Jméno Telefon Skolni e-mail; Ing. Aismanova Martina : PhDr. Andrys Ondfej MAE :
ondrej.andrys@vsci.cz: Mgr. Backovsky Karel : karel.backovsky@vsci.cz
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Verejna ulozisté

Datum : 02.04.2015
Diagnbéza : D330 Nezhoubny novotvar- mozek supratentoridlni
pDalsi diagnézy :

Ndlez:
Pacientka sledovén pro expanzi v pé&nvi a hyZdi 1. dx, subj mirn&

peogrese expanse
MR: ndlez s nepartnou objemovou progresi

D: Pacientkadibudeék:nsultov&na \

bude sdé&len stan&né, dékuejem : >
Opoust{ ambulanci ve stabilizovani LaZECkY-rar
Provedena edukace o medikaci.

0 indikaci ke zdravotnimu transpo:

v delsim &asovém odstupu musi rozl!

lékaf pacienta na z&klad& jeho ak!

https://uloz.to/
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Verejné rejstriky

— Registr smluv

_ Kata str nem OVItOStI’ statnisprava.cz > Urady v CR > Rejstiiky a registry

— Obchodni rejstrik

- Ada

v/
Sl... Rychlé hledani ve verejném rejstiiku

Vladimir Lazecky (vlozte IC) Hledat

Obsahuje informace z obchodniho rejstiiku, rejstiiku spole¢enstvi viastnik( jednotek, rejstiiku obecné prospésnych
spole&nosti, rejstiku Ustavll, nadaéniho a spolkového rejstiiku.

Bydleni

Katastr nemovitosti
Nahlizeni do katastru nemovitosti.

Registr séitacich obvodt a budov

Registr Uzemni identifikace, adres a nemovitosti

R = 2 1 — - - - S 1 . T ] — — S 2 1 R R L
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Dotacni programy

Ot [vtons | capomavtoss Ve st e podpry s |t b
Chrastany Ci11 RD ne JihocCesky 50 000 4165

Kuncice Cc31 RD ne Olomoucky 55 000

Valasské Klobouky Cc31 RD ne Zlinsky 55 000

Travnik C31 RD ne Zlinsky 55 000

Branka C11 RD ne Moravskoslezsky 95 000

Kunovice C31 RD ne Zlinsky 55 000

Praksice C31 RD ano Zlinsky 55 000 5000 20 000
Ticha Cc31 RD ne Moravskoslezsky 55 000

Jesenik nad Odrou Cc31 RD ano Moravskoslezsky 55 000 0

file:///Users/vlada/Downloads/1582619376 31122019 ZU prehled prijemcu po
dpory.pdf
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I Webové archivy

INTERNET ARCHIVE

Ihttp://www.viavis.cz/kontakty/

aubackmaching

1 capture
13 Mar 2013

Uvod

Sluzby

Novinky 0 nas Kontakty

Dom0 > Kontakty

Kontakty

Sidlo spolecnosti

VIAVIS a.s.

Obranct Miru 237/35
703 00 Ostrava
Mapa

Tel: +420 595 174 250 , E-mail: obchod@yviavis.cz

Kancelar PRAHA

VIAVIS a.s.

Nad Upadem 63
140 00 Praha
Mapa

https://web.archive.org/web/20130313091149/http://www.viavis.cz/kontakty/
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OSINT - Open Source Intelligence Tools

Top 14 OSINT tools as of 2021

OSINT stands for Open Source Intelligence. It refers to the practice of gathering data

available from public sources.

https://www.knowledgenile.com/blogs/top-osint-tools-2021/
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OSINT

OSINT Framework

Username O

Email Address O

Domain Name O

IP Address O

Images / Videos / Docs O
Social Networks O
Instant Messaging O
People Search Engines O
Dating ©

Telephone Numbers O
Public Records O
Business Records O
Transportation O
Geolocation Tools / Maps O
Search Engines O
Forums / Blogs /IRC ©
Archives O

Language Translation O
Metadata O

Mobile Emulation ©)
Terrorism O

OSINT Framework O

Username Search Engines O
Specific Sites O

https://osintframework.com/
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(O Namechk
(O Namechk (T)
O KnowEm
(O NameCheckr

O WhatsMyName (T)

(O Thats Them

(O Check Usernames

(O NameCheckup

O Instant Username Search


https://osintframework.com/

OSINT

==} I~}

Osoba
pfijment] |jmeénor| |

[C] Google 8 Yahoo [] Seznam
[J] Google+ [] Lide [J Spoluzaci [[] Facebook * [] LinkedIn * [] Twitter * [] Yasni [J V Kontakte
[] Obchodni rejstfik [J RZP [ Insolvenéni rejstfik [] ARES [ Detail [] Zlaté stranky
Agregators: [] Carrot2 [] Dogpile [] Yippy [ PeekYou [] Pipl [J Yandex

[JJ Zajmové osoby StB [] Archivni pomUcky bezpecnostnich slozek [] Cluuz Search [] Nasi politici
[JJ Interpol Wanted [ Interpol Missing [[] FBI Wanted [[] Panama Papers [] Cislo.info

vybrat vSe invertovat nic

Firma

nazev:| |igo: | hint format CEZ 45274649
Google @ Seznam [ Yahoo
Obchodni rejstfik B2 Insolvenéni rejstfik @ CSU Registr ekonomickych subjektt 2 ARES [ Detail 2 UOOU
podnikani - vizualizace vztaht

Agregators: Carrot2 4 Dogpile & Yippy

SPD a EKO dané Hoovers @ Tender Market 4 Véstnik e-trzisté Panama Papers Cislo.info Hlida¢ smluv
Registr smluv: publikujici € smluvni

http://pejskove.net/
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OSINT - kde najit nastroje

AB-Sight OSINT Links for Investigators

dated for 2019

Use this interactive directory of OSINT links for background checks,
investigative research and evidence gathering.

Save this handy OSINT directory onto your desktop to use as a starting point for
your online investigative research. As you use the list, bookmark your favorite sites
in your browser and save them into a folder for quick and easy access on your
desktop, laptop or mobile device.

https://i-sight.com/wp-content/uploads/2016/05/0SINT-Links-for-
Investigators.pdf
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OSINT a kamerové systémy

https://www.insecam.org/en/view/204260/
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Kameroveé systémy

2749898

TRACK INFO

56

radim-ek
19 June 2020 07:18
49.8386344909668

https://kartaview.org/details/2749898/51/track-info
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Satelitni sledovani — hledani zmeén

= USGS

science for a changing world

LandsatLook

DATE CLOUD COVERAGE
Imagery Scenes Jul 13th, 2020 — Jul 13th, 2021 0-50%
No seasonality No pixel filtering

v

E

https://landsatlook.usgs.gov/explore
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Telefonni cCislo

Aboutus - Contactus - Write forus

EHACKING . THE COMP

HACKING v EHACKING WEEKLY v KALI LINUX v ANDROID v TOR v FREE HACKING C¢

Home / Editorial / EHAcademy / EHSecurity / EHTools / Hacking / OSINT / OSINT tutorial to Find Information from a Phon

OSINT tutorial to Find Information from
a Phone Number - Phoneinfoga Tool

(®) By Irfan shakeel December 12,2019

https://www.ehacking.net/2019/12/osint-tutorial-phoneinfoga-phone-
number-search.html
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Telefonni cislo

Disposables phone
numbers footprints

Country, area, city,
carrier, imezone ...

Phonelnfoga scanning & footprinting process Phone book footprints ]

Reputation footprints
(raud reports)

Country, area. city,
carrier, timezone ...

E.164 format Reputation footprint could be able to
determine the VoIP provider
Phoneinfoga —> phovltfbr‘\:rr;ibers International format Social media footprints
J
Local format
3 Information gathering
Web pages footprints
O Information source g
Information gathered
:] ’ Documents footprints

https://www.ehacking.net/wp-

content/uploads/2019/12/phoneinfogaosinttutorial-1024x517-1.ipg
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Webové sluzby — Deep a Dark NET

Home Links1v Links2 v  Browsers Hidden wiki Directories ~ Search Engines  Chat Rooms

Deep Web Browsers (Onion Links 2020)

' L\

Ay
Js - &
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Vyhledavani obrazki - reverse image search

Search Technology Products About

Paste or enter image URL

1 result

Searched over 48.3 billion images in 0.7 seconds for: pic2.jpg

Sort by best match  ~ Filter by website / collection

——

www.idnes.cz
wiki/obecne/institut-klinicke-a-experi... - First found on May 30, 2021

Filename: WAS8a0c15_585768424703_5283124066723738229 o.jpg
(230 x 129, 10 KB)

https://tineye.com/
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Metadata obrazkl, metadata soubort

Jeffrey's Image Metadata Viewer

URL: ‘URL of image on the web I Ny
or... Nejsem robot

’ z : CAPTCHA
File: | Prochazet... | Soubor nevybran. 2

Ochrana soukromi - Smluvni podminky

View Image Data

This tool remains available so long as I can keep it free and the bandwidth doesn't cost me too much. A gift of thanks is always appreciated, but ¢
gift certificate (to: j friedl@yahoo.com), or perhaps send me some good karma by doing something kind for a stranger.

If you have questions about this tool, please see the FAQ.

Basic Image Information

Target file:  pic3.jpg © £ ® 1] Main 7P image displ

avist |/
File: 1,302 x 869 JPEG (1.1 megapixels)
189,896 bytes (185 kilobytes)

Calar | WARNTINCZ NA ~alar_cnara matadata and nn amhaddad ~nlar nreafila:

http://exif.regex.info/exif.cgi
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Analyza tvare

l J Oldu S APPLICATIONS PRODUCTS CUSTOMER STORIES ABOUTNOLDUS MYNOLDUS

FaceReader Demonstration

Curious what emotions your own face shows? In this online demo the facial expression of a person is automatically extracted
from a single picture. Additionally, FaceReader is capable of extracting some personal characteristics, like gender, facial hair, an
age indication and whether a person is wearing glasses or not. This online demonstration lets you analyze images containing a

face, by entering an URL or uploading afile.

TRY NOW CONTACT US

https://www.noldus.com/facereader/facial-expression-analysis
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I Analyza tvare

.
i 3

|
Ne Lptral ' 3
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]

https://www.visagetechnologies.com/HTML5/latest/Samples/Sh
owcaseDemo/ShowcaseDemo.html
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Analyza tvare

0w

Broiwsis 3 pleiiure™ P Results for this detection:

° s ‘ G Male

Validate

A From 45 to 52 years old

. . y
+AGE Try with a new picture
s I =

Result

https://www.facelytics.io/
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Analyza tvare a behavioralni analytika

COMPANY INDUSTRIES PARTNER PROGRAM BLOG

O. BioObserver

Advanced facial expression analysis for the study of human behavior in videos

https://hertasecurity.com/advanced-solution-facial-expression-analysis/
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Zpravodajské agentury

— OSINT - verejné dostupni zdroje

— SIGINT = zachyceny prenos signalu a dat véetné metadat a odposlecht

— IMINT - obrazovy material — drony, sledovani, kamerové systémy

— MASINT - sledovani vyznamnych priznakd (seizmické projevy...)
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Zpravodajské agentury

Products Solutions Services Company Partners Careers

White Paper: Proactive Intelligence for

Video: Verint National Cyber Defense
Effective Cyber Security ideo: v ational Cyber Detens

https://cis.verint.com/product/cyber-security/national-cyber-defense/
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I Vychodiska

VVVVVV

Co mohu délat?
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Vychodiska snizovani rizik — gramotnost a OSINT

— Zvyseni bezpecnostni gramotnosti

— OSINT na svou osobu, rodinu

— Odstranéni nezddoucich dat

- Vyuziti zakonnych prav

— Minimalizace stop
World Legal Information Institute

Free, independent and non-profit access to worldwide law

Search

[Advanced Search] [LawCite] [Help]

WO rl d Ll l 1834 databases from 123 jurisdictions via 14 Legal Information Institutes
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CEO TAX, SOCIAL SECURITY NUMBER + DRIVER LICENSE

Ejercicio; 2018
.
2 Debe Haber salda
o
== VATURA 71860,84 -71860,84
LES 5282,18 -66578,66
66.578,66
71.860,84 71.860,84
n* 0) IATURA 51462,94 -51462,94
TEXA! g ‘) LES 3585,94 47877
DEPAR |‘M EN l&“’“ﬁ:"‘: SAFETY ‘ 47.877,00
S DL: 09306744 51.462,94 51.462,94
DOB: 01-10-72  HT: 5-03“ \
EXPIRES: 01-10-14 Evls
REST: SEX:F ., 27 69100010015 DETERIORAMIENTO TERRENOS | BIENES NATURA 5122386 -51223.86
END: A .. i 27 79100010015 REVERSION TERRENOS Y BIENES NATURALES 3566,57 -47657,29
WALLAGE,CYNTHIA savers - 29 Cierre contabilidad 2017 47.657,29
260 BLOSSOM LANE P .
HURST TX 76053 (/ ' r r 05 ... 51.223,86 $1.223,86
a‘&k'/‘f/, [ERIORAMIENTO PARCELA (1296250CG7819N00000ZX)
e = | A
— 27 69100010015 DETERIORAMIENTO TERRENOS | BIENES NATURA 51974,89 -51974,89
27 79100010015 REVERSION TERRENDS Y BIENES NATURALES 3547,22 -48427,67
e 29 Cierre contabilidad 2017 48.427,67
08 ... 51.974,89 51.974,89
'ERIORAMIENTO PARCELA (1296241CG7819N0000DX)
Z 27 69100010015 DETERIORAMIENTO TERRENOS | BIENES NATURA 69967,28 -69967,28
s L5 W 27 79100010015 REVERSION TERRENOS Y BIENES NATURALES S062,88 -64904,4
= £33 41 _m 5_3 i 29 Gierre comtabilidad 2017 64.904,40
THIS NUMBER HAS BEEN ESTABLISHED FOR MY ... 69.967,28 60.957,28
CYNTHTA SAYEPRS WALLACFE
« p ; ERIORAMIENTO PARCELA (1296243CG7819N00001X)
27 69100010016 DETERIORAMIENTO TERRENOS | BIENES NATURA 73987,61 -73987,61
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Doporuceni

- Proc pravidelné provadét OSINT:

- Informace o prusaku informaci
- Uprava komunikovanych informaci
- Snizovani rizik

- Jak:
- Pravidelné
- OSINT provadime:

- Jako soucast bezpecnostniho outsourcingu
- Je soucasti penetracnich testl
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I Zadani samostatné prace — OSINT na osobu

- Provedte OSINT na dobrovolnika ...
- Zjistéte maximum informaci
- Provedte vyhodnoceni vysledkl z hlediska pouzitelnosti pro utok
- Navrhnéte protiopatreni
- Pripravte prezentaci

- Prezentujte vysledky
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I Mate néjaké dotazy?

Dékuji za pozornost a tésim se pristé

Vladimir.lazecky@viavis.cz
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