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e ZaméFime se na vlastni sbér dat ze smérovacde a prepinade.
e Prezentace je rozdéla dle zafizni na dvé ¢&asti.

e U smérovace i prepinate zminime a vysvétlime ptikazy, které
pouZijeme pro sbér nestalych a stalych dat.

e V prezentaci je ukdzano pouze nékolik vypisti s podrobné&jsim
popisem. Ostatni si ukdZeme pfi cvi€eni na redlném zaFizeni.

P¥i zkoumani aktivnich sitovych prvkii je znalost ptikazii
a orientace v jednotlivych vypisech klicova.




Nez za¢neme zkoumat jednotlivé p¥ikazy a jejich vypisy, tak si
zapojime a nakonfigurujeme sitovou topologii. Mnohé vypisy se tak
stanou zajimavéjsi.

$show clock details

e Nez zatneme zkoumat rizné ptikazy a jejich vypisy, je nutné
zminit tento pfikaz.

e Ptikaz nelze p¥i sbéru dat jasné priradit ani k zafizeni
(smé&rovat, prepinal) ani ke konkrétnimu typu dat
(stala,nestald).

o P¥i forenzni analyze maji idaje ¢as/datum dileZity vyznam.

e P¥ikaz by mél byt proveden nejen na za¢atku a konci zkoumanf
zatizeni (pFi ptihlageni a odhlaZeni), ale také v jeho prib&hu.

e Tim ziskdme presné&jsi ¢asovou osu zkoumadni.




Sméroval
.

Sbér stalych dat ze smérovale - prehled prikazl

Sbér stalych dat ze smérovaée - prehled p¥ikazi

Nazev H P¥ikaz

show version informace spojené s 10S

show startup-config || konfigurace ulozend v NVRAM

show file system informace o souborovém systému

show interfaces detailni informace o rozhranich

show diag verze HW, sériové &islo souddsi, chassis,. . .
show inventory seriova Cisla rozhrani, ndzev, typ, chassis
show controllers clock rate, DTE, DCE

show flash velikost paméti Flash a I0S

dir flash:/ soubory a adresédre ve Flash

dir nvram:/ soubory a adresdfe v NVRAM
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(¢ast vypisu)

e Informace o zafizeni, velikost paméti RAM, NVRAM, Flash.

e Cas od zapnuti zaFizeni, verze bé&Ziciho IOSu, zda probé&hl
restart.

Cisco 10S Software, C2600 Software (C2600-ADVSECURITYK9-M), Version 12.4(1a),
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Fri 27-May-05 15:09 by hgluong

ROM: ROMMON Emulation Microcode

ROM: C2600 Software (C2600-ADVSECURITYK9-M), Version 12.4(1a), RELEASE SOFTWARE
(fc2)

R1 uptimeis 51 minutes

Cisco 2621 (MPC860) processor (revision 0x202) with 59392K/6144K bytes of memory.
Processor board ID FTX0945WOMY (4279256517)

M860 processor: part number 0, mask 0

2 FastEthernet interfaces

128K bytes of NVRAM.

8192K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102
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e Pokud existuje uloZena konfigurace pak ji zobrazi.

e Startup-config se nachazi v pamé&ti NVRAM (konfigurace
nalitand po restartu zatizenf).

interface Serial0/1

ip address 4.4.4,1 255,255,255,248

ip hello-interval eigrp 1 5

ip hold-time eigrp 1 15

ip authentication mode eigrp 1 md%

ip authentication key-chain eigrp 1 EIGRP_1
encapsulation frame-relay

no ip split-horizon eigrp 1

clock rate 8000000

frame-relay map ip 4.4,4,3 103 broadcast
frame-relay map ip 4,4,4,2 102 broadcast
frame-relay map ip 4.4.4.1 102

no frame-relay inverse-arp

I
router eigrp 1

redistribute ospf 1 metric 1500 10 255 1 13000 route-map MAPZEIGRP1
network 4.4,4,0 0,0,0,7

no auto—summary
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Pt¥epinz

e Zobrazi informace o souborovych systémech na zafizeni.

e Co znamenda hv&zditka ve vypisu? Zkuste p¥ipojit USB flash

disk a zopakovat vypis.

Rifish file

File Systen

opacue

network

flash
opague
network
network
network
network
network

opague

Flags
rw
rw
rw

xmodern:

yrmodern:

flash:
log:

ftp:
http:

scp:
https:

cns:

Anal

a
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e P¥ikaz vypiSe podrobné informace o kazdém rozhrani na
smérovadi (obr. ukazuje vypis pro rozhrani Se0/0).

Rl#show interfaces serial 0/0
Serial0/0 is up, line protocol is up
Hardware is GT96K Serial
Internet address is 3,3.3,2/29
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec.
reliability 255/2565, txload 1/255, rxload 1/255
Encapsulation FRAME-RELAY. loopback not set
Keepalive set (10 sec)
CRC checking enabled
LMI enq sent 297, LMI stat recwd 294, LMI upd recwd 0, DTE LMI up
LMI enq recwd 0, LMI stat sent 0, LMI upd sent 0
LMI DLCI © LHMI type is ANSI Annex D frame relay DTE segmentation inactive
FR SVC disabled, LAPF state down
Broadcast queue 0/64, broadcasts sent/dropped 0/0, interface broadcasts 0
Last input 00:00:01, output 00:00:08, output hang never
Last clearing of "show interface" counters 00:49:56
Input queue: 0/75/0/0 (size/max/drops/flushes): Total output drops: 0
Queueing strateguy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)
Reserved Corwersations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec
5 minute input rate 0 bits/sec, 0 packets/sec
5 min r jts/ ckets/sec
47 packets input. 4 bytes, 0 no buffer
Received O broadcasts, 0 runts, 0 giants, 0 throttles
Q input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
535 packets output, 25316 bytes, 0 underruns
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e P¥ikaz vypiSe obsah paméti Flash. Prozkoumejte, jaky je rozdil
ve vypisech show flash a dir flash:/.




Sméroval
000000

e Zobrazi informace o instalovanych entitdch na zaf¥izeni.

o Zkratky ve vypise: PID (Product Identifier) jedine¢né &islo
produktu, které miize byt pouZito p¥i objednani nahradniho
dilu, VID (Version Identifier) &islo ozna&ujici verzi produktu,
SN (Serial Number) jedineZné seridlové &islo produktu
pfirazené vyrobcem.

¢ "Unknowy
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e PY¥ikaz vypise ke kazdému rozhrani instalovanému na za¥izenfi
mnoho informaci. Na obr. bylo specifikovdno rozhrani
Se0/0/0.

e Pouziti ptikazu je zpravidla pfi YeSeni problému na fyzické
vrstvé. Podstatné informace p¥i zkoumani jsou typ kabelu
pfipojeny do rozhrani a nastaveny clock rate.

R1#ishow controllers serial 0/0/0

Interface Serial0/0/0

Hardware is PowerQUICC MPC860

DCE V.35, clock rate 64000

idb at 0x81081AC4, driver data structure at 0x81084AC0

SCC Registers:

General [GSMR]=0x2:0x00000000, Protocol-specific [PSMR]=0x8
Events [SCCE]=0x0000, Mask [SCCM]=0x0000, Status [SCCS]=0x00
Transmit on Demand [TODR]=0x0, Data Sync [DSR]=0x7E7E
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Sbér nestalych dat ze smé&rovace - prehled p¥ikazil

Sbhér nestalych dat ze smérovace - pfehled p¥ikazi
Nazev H P¥ikaz

show ip protocols aktudlné bézici routovaci protokoly
show running-config b&Zici konfigurace v RAM
show banners obsah nastavenych banner
show memory obsah operaéni paméti
show arp ARP statistika k rozhranim
show ip access-list obsah vSech ip acess-listi
show ip nat translation || aktudlni p¥eklady adres
show ip dhcp binding informace o prondjmu IP
show ip route obsah routovaci tabulky
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Sbér nestalych dat ze smé&rovace - prehled p¥ikazil

Sbér nestalych dat ze smérovace - prehled prikazii

Nazev H Ptikaz

show ip traffic statistika provozu IP na zaf¥izeni

show tcp informace o stavech spojenf

show logging zdznamy o logovani

show history poslednich 10 zadanych p¥ikaz{

show users pfihlaseni uzivatelé

show ssh aktudlIni spojeni pfes SSH

show reload naplanovany restart zafizen{

show ip interface detailni informace o IP rozhranich

show ip interface brief || status a IP adresa rozhranich

show process memory || statistika vyuZiti pamé&ti b&Zicimi procesy

show process cpu zobrazeni o vytiZeni procesoru kazdym
procesem
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e Sit&, které jsou routovany, routovaci protokoly béZici na
zatizeni, filtry, metriky, redistribuce mezi routovacimi

protokoly, &isla AS,

e for all interfaces is not set
Incomng update Fxlter list for all interfaces is not set
Default networks flagged in outgoing updates

Default netuorks accepted from incoming updates

EIGRP metric weight K1=1, K2=0, K3=1, K4=0, K5=0

EICRP maximum hopcount 100

EIGRP maxinum metric variance 1

Redistributing: eigrp 1, ospf 1

EIGRP NSF-aware route hold timer is 240s

Autonatic network summarization is not in effect

Haximum path; 4

Routing for Networks:

4,4,4,0/28

Routing Information Sources:
Gatevay Distance Last Update
4,4,4,2 90 00505503
44,43 90 00305:51

Distance: internal 90 external 170

Routing Protacel is "ospf 1"
for all interfaces is not set

Incoming update filter list for all interfaces is not set
Router 1D 7,7,7.1
It is an area border and autonomous system boundary router
Redistributing External Routes from,

eigrp 1, includes subnets in redistribution
Number of areas in this router is 2, 1 nornal 0 stub 1 nssa
Maxinum path; 4
Rauting for Networks:

3.3.3,0 0,0,0,7 area 0

7.7,7.0 0,0,0,3 area 100
Reference banduidth unit is 100 mbps
Passive Interface(s):

Serial0/1

Routing Information Sourcess
(ateway Distance Last Update
33,33 110 00:19:24
44 110 00324239
6,6.6.1 110 0032335
192,168,250,1 110 00520538

Distance: (default is 110)
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e Ptikaz zajisti vypsani aktudlné b&Zici konfigurace. Zajimavé
vysledky miZe p¥inést porovnani mezi soubory startup-config
(Vage konfigurace , kterd by méla b&Zet na zafizeni)

a running-config (konfigurace zmé&n&na Gto¢nikem a aktudlng

b&Zici na zafizeni).

interface FastEthernet0/0

ip address 7.7.7.1 255,255,255,252

ip ospf priority 10

duplex auto ‘
speed auto

|

interface Serial0/0

ip address 3,3,3.2 255,255,255,248
encapsulation frame-relay

ip ospf authentication message-digest
ip ospf message-digest-key 1 mdS cisco
ip ospf priority 0

clock rate 2000000

frame-relay map ip 3.3.3.2 501
frame-relay map ip 3.3.3.1 501
frame-relay map ip 3.3.3.3 501

no frame-relay inverse-arp
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e PY¥ikaz vypiSe obsah paméti RAM. Tim zachytime velmi citliva
a dilezitd data pro zkoumani. P¥i odpojeni od energie o tyto
data pfijdeme.

e Vypis ndm v podstaté ukdze vse, co b

mexory

Chunk Queue El
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e PY¥ikaz vypiSe obsah smérovaci tabulky. V pFipadé patefnich
smérovacl miize tato tabulka obsahovat stovky zdznamd. Je
nutné ovéFit, zda smérovaci tabulka obsahuje o¢ekavané cesty.
Nebo tam byl néjaky zaznam zamérné ,vst¥iknut“?

3.0,0,0/29 is subnetted, 1 subnets

C 3.32.32.0 is directly connected, Serial0/0
5.0,0,0/30 is subnetted, 1 subnets

C 5,5,5.0 is directly connected, FastEthernet0/0
6.0.0,0/30 is subnetted, 1 subnets

C 6,6,6,0 is directly connected, FastEthernet0/1

172,16,0,0/24 is subnetted, 1 subnets

0 E2 172,16,0,0 [110/20] via 3,3.3.3, 00:17:30, Serial0/
7.0.0,0/30 is subnetted, 1 subnets

0 1A 7.7.7.0 [110/74] via 3.3.3.2, 00321330, Serial0/0

0 IR 192,168,250,0/24 [110/75] via 3.3.3.2, 00:18:33, Serial0/0

10,0,0,0/8 is variably subnetted, 7 subnets, 2 masks

10,0,2,0/24 [110/11] via 5,5,5,2, 00:22:00, FastEthernet0/0
10,0,3.0/24 [110/11] via 5.5.5.2, 00:22:04, FastEthernet0/0
10.0.0.0/22 is a summary, 00:22:04, Null0
10,0,1,0/24 [110/11] via 5,5,5,2, 00:22:04, FastEthernet0/0
10,0,128.0/24 [110/11] via 6.6,6.2, 00:23:34, FastEthernet0/1
10,0,128,0/22 is a summary, 00323334, NullO
10,0,129,0/24 [110/11] via 6.6,6,2, 00:23:34, FastEthernet0/1

E1 192.168.0.0/24 [110/84] via 3.3.3.2, 00:03:04, Serial0/0

[ 3 e e e e e N e
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e Zobrazi konfiguraci vSech rozhrani na smérovadi s protokolem
IP. IP adresa, stav rozhrani, aplikované access-listy, . ..

¢ Vypis nize byl specifikovan pro rozhrani Se0/0.

Serial0/0 is up, line protocol is up
Internet address is 3,3,3,2/29
Broadcast address is 255,255,255,255
Address determined by non-volatile memory
HTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224,0,0,5
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Local Proxy ARP is disabled
Security level is default
Split horizon is disabled
ICHP redirects are always sent
ICHP unreachables are always sent
ICHP mask replies are never sent

IP Flow switching is disabled

IP CEF switching is enabled

IP CEF Fast switching turbo vector

IP multicast fast switching is enabled

IP nulticast distributed fast switching is disabled
IP route-cache flags are Fast, CEF

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Policy routing is disabled

Network address translation is disabled
BGP Policy Mapping is disabled

WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled
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¢ Vypi%e obsah vSech access listi konfigurovanych na smérovaci
(standard i extended).

e Nazev access-listu za p¥ikazem vypise konkrétni access-list.

R1#show access-lists
Extended IP access list 101
permitip 14.192.0.00.0.1.255 14.192.2.00.0.0.255
Extended IP access list 103
permittcp any 14.192.2.00.0.1.255 eq www
permit tcp any 14.192.2.00.0.1.255 eq smtp
permit tcp any 14.192.2.00.0.1.255 eq pop3
Extended IP access list 104
permittcp 14.192.2.00.0.1.255 14.192.0.00.0.1.255 eq www
permit tcp 14.192.2.00.0.1.255 14.192.0.00.0.1.255 eq smtp
permittcp 14.192.2.00.0.1.25514.192.0.00.0.1.255 eq pop3
Extended IP access list 105
permit tcp any 14.192.0.00.0.1.255 eq www
permit tcp any 14.192.0.00.0.1.255 eq smtp
permit tcp any 14.192.0.00.0.1.255 eq pop3
permiticmp any 14.192.0.00.0.1.255
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e Zobrazi vstupy v ARP tabulce. Pozor: Obr. vy%e ukazuje na
stopy po ARP spoofingu. Obr. nize klasickd ARP tabulka.

SWZgshow arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.10. - 000Z.4443.AECD ARPA VlanlO
Internet 172.16.20. - 000Z.4443.AECD ARPA  Vlan20
Internet 172.16.20. 2 0006.2ZABS. 528D ARPA Vlanz0
Internet 172.16.30. 000Z.4443.AECD ARPA  Vlan30
Internet 172.16.30. 0090.0C57.EL6E ARPA Vlian30
Internet 172.16.30. O0OE0.A394.38BB ARPA  Vlan30
Internet 172.16.40. 0002.4443.AECD ARPA Vlan40
Internet 172.16.40. 2 OOOA.F3BE.C4E7 ARPA  Vland0
Internet 172.16.50. = 0002.4443.AECD ARPA VlanS0
Internet 172.16.50. 3 0090.0CS7.E16E ARPA  VlanS0
Internet 172.16.70. - 000Z2.4443. AECD ARPA Vian?70
Internet 172.16.70. 1 0001.649E.8176 ARPA  Vlan70
Internet 172.16.99. - 000Z2.4443.AECD ARPA Vian99

B NN GO ONRFGONN
[
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e P¥ikaz vypiSe viechny pfihldsené uZivatele na zafizeni (lokdlng
pres consoly i vzdalen& (Telnet, SSH, HTTPS).

Idle Location

00:00:410172.16.0.2

00:00:23172.16.0.2

Idle Peer Addre
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e Detailnf statistiky vyuZiti procesoru pro kazdy proces.

e Link k podrobng&jsimu popisu vyznamu zkratek: odkaz.

Rl#show process cpu
CPU utilization for five seconds: 1%/0%; one minute: 0%; five minutes: 0%

PID Runtime (ms) Invoked usecs 58ec 1Min 5Min TTY Process

1 0 1 0 0.00% 0.00% 0.00% 0 Chunk Manager

2 644 2098 306 0.00% 0.00% 0.00% 0 Load Meter

3 804 151 5324 1.21% 0.12% 0.09% 0 Exec

4 2324 1072 2167 0.00% 0.01% 0.01% 0 Check heaps

5 8 2 4000 0.00% 0.00% 0.00% 0 Pool Manager

© 0 2 0 0.00% 0.00% 0.00% 0 Tiners

7 0 1 0 0.00% 0.00% 0.00% 0 Crash writer

8 4 361 11 0.00% 0.00% 0.00% 0 Envirommental mo
] 4 183 21 0.00% 0.00% 0.00% 0 ARP Input
10 0 2 0 0.00% 0.00% 0.00% 0 ATM Idle Timer
11 0 2 0 0.00% 0.00% 0.00% 0 AAA high-capacit
12 0 1 0 0.00% 0.00% 0.00% O ARA SERVER_DEADT
3 0 1 0 0.00% 0.00% 0.00% 0 Policy Manager


http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products_tech_note09186a00800a65d0.shtml
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e Tabulka zaznamii ve vypise uvedena nize vznika potom, co
DHCP server pridéluje ze svého definovaného poolu IP adresy.

e NiZe jsou v tabulce zobrazeny parametry: IP adresa, MAC
adresa, doba prondjmu, typ p¥idéleni (automaticky, manuding).

Switchfsh ip dhep binding

IP address Client-ID/ Lease expiration Type
Hardware address

10.10.10.3 000.A392. 4485 &= Autonatic

10.10.10.4 000, F3ZA., 00AR == Autonatic

20.20.20.3 0002.1689.2428 - Autonatic

20.20.20.4 000&.414A. 5BBZ == Autonatic
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e show tcp zobrazuje stavy viech TCP spojeni jdoucich pres
sméroval a show tcp statistic vypiSe jednu spole¢nou
statistiku protokolu TCP pro smérovac.

Ritsh tep

virttel tty from host 172.16.0.2

is ESTAB, I/0 status: 1, unread imput bytes: 0
Disabled

16.0.1, Local port: 23

4l , Foreign port: 16440

Forezgn o
Exqueuss packete for retransmit: 0, imput: 0 mis-ordersd: 0 (0 hytes;

Event Timers (current time is 0xABBISO):

Starts  Wakeups Next
il 0 0x0

0 0 0x0

3 4 0x0

0 0 0x0

0 0 0x0

0 0 0x0

0 0 0x0

0 0 0x0

095194302 sndnxt: 3095194302
992057016 revwnd: 4043 ds

szztisties
Tetal, € ne pors
dacksun errer, J bad offset, J toc shors

(€ zytes) viza cata after window
sts aftar close

prebe packets, 3 wi
kets, € ack pa
te 14623

¢ tpdate packsts
5tk ursard dace

4 Cea 2 closed |
C Tctal zxnc timacut, €
( Keezalive timeott, 0
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o Udajné by ptikaz mél vypsat vSechny nastavené bannery. Ja
takovy pt¥ikaz neznam a vySe uvedeny p¥ikaz nefunguje.

e VSechny nastavené bannery jsou vidét v konfiguraénim
souboru running-config nebo startup-config.

e Jaké typy banneru znate? Jak se nastavuji? Jaky text by mél
byt obsahem banneru?

1322222822880 20 20sd00sdiiiitissiittstitttasi

This device is private property. Unauthorized use

prohibited under state and federal law.
PR OO R
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o Ptikaz vypiSe defaultné historii deseti
naposledy zadanych ptikazi.

e Velikost bufferu Ize zménit p¥ikazem
#terminal history size 0—250. Historie
ptikaz miaze byt tedy Upln& zrusena
nebo naopak velmi bohata.

e PatFi mezi velmi nestdld data, protoze
historii pfikazl miiZzeme sami
zkoumdnim prepsat.

R1#show history
enable
sh users
show inventory
sh users
show inventory
sh processes memory
show process cpu
sh reload
sh tcp
sh ip traffic
sh memory
sh banners
conft
conft
sh tcp statistics
show history
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e Tento pfikaz pfi spusténi provede hned 8 prikazl.
e Mezi ptikazy jsou: #show version, #show running-config,

#show stacks, #show interface, #show controller, #show
process cpu, #show process memory, #show buffer.

e Pouzijeme-li p¥i zkoumani, na incidentem dotéeném systému,
t¥i p¥ikazy pro sbér dat misto dvaceti, nenechame za sebou
v systému takovou ,spoudt”.

2 FastEthernet interfaces

128K bytes of NVRAM.

8192K bytes of processor board System flash (Read/Write)
Configuration register is 0x2102

—————————————————— show running-config ------------------

Building configuration...

Current configuration : 747 bytes

i

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
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Kopie soubor(i ze zafizeni

Stala data
e Pfedmétem zkoumani jsou pt¥edevsim paméti NVRAM a Flash.
e V paméti NVRAM konfiguraéni soubor startup-config a v
paméti Flash 10S. P¥ipadné i vice operacnich systémi.
¢ Ve Flash pamé&ti mize byt uloZeno prakticky cokoli (nikoli jen
opera&ni systémy).

Nestald data
e Jak jste mohli vidét vy3se, existuje mnohem vice pfikazd pro
sbér nestalych dat ze smérovace neZ je tomu u stalych dat.

e 7 paméti nds zajima predeviim obsah paméti RAM.

Pozor: pFi vytvareni kopii soubor(i vypocteme kontrolni soucet
(hash) z origindlu i z vytvorené kopie pro zajisténi integrity.




P¥epina&
[ Jelele]

Sbér stalych dat z prepinale - prehled ptikazi

Sbér stalych dat z pfepinade - p¥ehled p¥ikazi

Nazev

H

P¥ikaz

show version

informace spojené s 10S

show startup-config

konfigurace ulozend v NVRAM

show vlan

informace o virtudlnich LANs

show file system

informace o souborovém systému

show interfaces

detailni informace o rozhranich

show diag

verze HW, sériové &islo soudasi, chassis,. . .

show inventory

seriova Cisla rozhrani, nazev, typ, chassis

show controllers

clock rate, DTE, DCE

show flash

velikost pamé&ti Flash a 10S

dir flash:/

soubory a adresa¥e ve Flash

dir nvram:/

soubory a adresdfe v NVRAM
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Sbér nestalych dat z L2 a L3 pFepinace - ptehled ptikazi

Shér nestalych dat z p¥epinace - pfehled p¥ikazi
Nazev H P¥ikaz

show ip protocols aktudlné bézici routovaci protokoly
show running-config b&Zici konfigurace v RAM
show banners obsah nastavenych banner
show memory obsah operaéni paméti
show arp ARP statistika k rozhranim
show ip access-list obsah vSech ip acess-listi
show ip nat translation || aktudlni p¥eklady adres
show ip dhcp binding informace o prondjmu IP
show ip route obsah routovaci tabulky
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Sbér nestalych dat z L2 a L3 pFepinace - ptehled ptikazi

Sbhér nestalych dat z p¥epinace - pfehled pFikazi

Nazev

H

P¥ikaz

show ip traffic

statistika provozu IP na za¥izeni

show tcp informace o stavech spojenf{
show logging zdznamy o logovani

show history poslednich 10 zadanych pt¥ikazi
show users pfihlaseni uZivatelé

show ssh aktudlIni spojeni pfes SSH

show reload

napldnovany restart zafizeni

show ip interface

detailni informace o IP rozhranich

show ip interface brief

status a IP adresa rozhranich

show process memory

statistika vyuZiti paméti b&Zicimi procesy

show process cpu

zobrazeni o vytizeni procesoru kaZdym
procesem
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Sbér nestalych dat z L2 a L3 pFepinace - ptehled ptikazi

Sbhér nestalych dat z pFepinace - pfehled p¥ikazi

Nazev H P¥ikaz

show vlan informace o VLANSs

show mac-address-table obsah CAM tabulky

show ip dhcp snooping binding | seznam p¥id&lenych IP

show port-security seznam rozhrani s port-security
show spanning-tree STP pro kazdou VLAN

e Jak si mlzete vS§imnout, mnoho pfikazi je totoZnych z ptikazy
uvedenymi v sekci o smérovadi.

e Ptikazd je vice, protoZe zabiraji mnozinu L2 i L3 smérovacdl.
(V p¥ipadé L2 zafizeni by ptikazy, jako show ip protocols,
show ip route, atd. ze seznamu vypadly.)

o Cim vice pokrotilych technologii je v siti nastaveno

(zabezpeteni proti DHCP snoopingu, ARP spoofingu, FHRP,
atd), tim jsou vyZadovany hlubsi znalosti pfi zkoumani.
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Z3akladni charakteristika
e Zobrazi informace o VLAN's. Pro¢ vytvaret VLAN's?
e MiZeme vidé&t, p¥idéleni porti do jednotlivych VLAN's.

e Defaultn& jsou viechny porty na Cisco pfepina&i ve VLANL.

VLAY Hane Status  Ports

1 default active  Fa0/7, Fa0/8, Fa0/9, Fal/l0
Fadf1l, Pa0/1z, Fad/13, Fa0/ld
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/2l, Fal/22
Fa0/23, Fab/24, Gigh/l, Gig0/2

10 10 active

w0 active

00N active

40 40 active

50 serverfarm active  Fal/é
70 vebFarn active

99 native active

1002 fddi-default act/unsup

1003 token-ring-default act/wisup

1004 fddinet-default act/unsup

1005 trnet-default act funsup
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Zakladni charakteristika
e VypiSe obsah CAM tabulky. Syntax p¥ikazu miZe byt riizn3!
* Vydite, za kterym portem je jakd MAC adresa (PC).
e Jak se v tabulce projevi MAC Address Flooding?

SWZfshow mac-address-table
Mac Address Table

Vian Mac Address Type Pores
A 8 0000.0c8e. 3201 DYNAMIC Pol
i 0000.0c8e. 3202 DYNAMIC Pol
L 0000.0c8e. 2202 DYNAMIC Pol
L 00E0.Z£83. 7839 DYNAMIC Pol
L 00d0.bcocE. aaldZ DYNAMIC FaOss
i 00dO. ££71 . ed0Z DYNAMIC FaOys4
10 00E0_.Z£83_. 7839 DYNAMIC Pol
z0 00E0_.Z£83_ 7839 DYNAMIC Pol
20 00d0_bcoccé. aadZ DYMNAMIC FalO/s5
30 00edD.a394._ 38bb DYMNAMIC FaO/s5
70 0001.64%5e_ 8176 DYMAMIC Pol
70 000Z.1l67c.elZb DYNAMIC Pol
70 000Z.4a43 . aecd DYMNAMIC Pol
70 0060.Z£83. 7839 DYMNAMIC Pol
0 0020.0cS57.el6e DYNAMIC Pol

0 00dO0. ££71 . ed02 DYNAMIC FaDs4
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Z3akladni charakteristika

e VypiSe informace o Spanning-tree protokolu na pfepinadi pro
v8echny nakonfigurované VLANS.

e PYikaz lze specifikovat pro konkrétni VLAN &i rozhrani.

e NiZe je na obr. &ast vypisu tykajici se VLANZ20.

VLANOOZO

Spanning tree enabled protocol rstp

Root ID

Bridge ID

Interface

Priority 24536

Address 0030.0CS7.EL6E

Cost g

Port 27{Port-channel 1)

Hello Time 2 sec Max Age 20 sec Forward Delay 1S sec

Priority 28692 (priority 28672 sys-id-ext 20)
Address 000Z. 4243, AECD

Hello Time 2 sec Max Age 20 sec Forward Delay 1S sec
Aging Time 20

Role Sts Cost Prio.Nbr Type
Desy FUD 19 128.4 PZp
Desg FUD 13 128.5  P2p

Root FUD 8 128.27  Shr
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Stala data
e Z3ajima nas predevsim obsah paméti NVRAM a Flash.

e V paméti NVRAM konfiguraéni soubor startup-config a v
paméti Flash 10S. V paméti Flash je nové& soubor Vlan.dat
(pro jednoduchost, miZe byt i smé&rovati).

e Ve Flash paméti mize byt uloZeno prakticky cokoli, proto
déldme kopii vieho.

Nestald data
e PYi sbéru nestdlych dat nds zajima predevsim obsah paméti
RAM.
e Velmi uzite€¢né mohou byt vypisy informujici o pokusech
obelstit L2 port-securitu.

Pozor: pFi vytvareni kopii souborli vypocteme kontrolni soucet
(hash) z origindlu i z vytvotrené kopie pro zajisténi integrity.
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Vysledky analyzy

e VSechna stald i nestdld data ze smérovalli a prepinali jsou jiZ
zajisténa.

o Vysledkem analyzy ma byt zachytit chovani na zakladé
ziskanych podkladii a odpovéd tak na nékolik otdzek.

e Forezni analyza prakticky zpétné& rekonstruje viechny udalosti
(na zéklad& dikazi), které vedli k danym udalostem.

e Jde o to urdit: co, kdy, jak se to stalo. Vysledkem je i pro¢ se
to viibec mohlo stat (nap¥. nedostate¢nd nebo chybna
konfigurace).

e Jednim z vysledki analyzy mize byt identifikace $kodlivého
chovani. V tom ptipadé mezi vysledky analyzy patfi i urdit,
kdo (IP adresa, hostname, ...) napf. pronikl do systému.

e Zkoumani je provadéno vZdy na kopiich origindlnich dat.
Vechny procesy zkoumani musi byt mozné zopakovat.




Kde a co pfi zkoumani hledat

P¥iklady

Pokud nebylo na zafizeni od posledniho restartu pracovano
(coz se dozvime od administrator), miZe byt zajimavé
zkotrolovat historii naposledy zadanych ptikazi.

Odpové&d na otazku zda-li bylo zaFizeni restartovdno najdeme
ve vypisu show version.

Vime, Ze na zafizeni je spustn& nade konfigurace (nattena

z NVRAM) neznamend, Ze skutedn& tomu je i po incidentu.
Porovnejte obé konfigurace.

Nastavend L2 port securita mize prozradit pokusy o pfipojeni
neznamého zatizeni do nasf sité.

Zkontrolujte zda nedoslo k zamé&rnému poskozeni operaéniho
systému (nap¥. Rootkit). Ov&fte porovnanim hash funkei.

Analyza
®000
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Kde a co pfi zkoumani hledat

Pt¥iklady
e Odpovida verze nahratého opera¢niho systému v zat¥izeni
dokumentaci?

e ARP cache na zafizeni mizZe vykazovat znamky Gtoku ARP
spoofing (nap¥. dvé rizné IP adresy maji stejnou MAC
adresu). ,,Otrdvend cache" bude i na PC , ob&ti".

e Zkontrolujte obsah smérovaci tabulky. Nejedna-li se o paterni
sméroval, nemélo by byt ndro¢né ovéfit zda se v tabulce
neobjevila zdmé&rné , injeknutd” routa.

e Logy mohou mnoho napovédét. Nap¥. pokusy o prihlaseni,
kde byl mnohosetkrat pfekro¢en nastaveny limit na zadanf
chybného hesla (nap¥. brute-force dtok) nebo zadnamy
o konfiguraci zafizeni probihajici ve tfi hodiny rano (kdy
z administratori nikdo nic nedé&lal).
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Kde a co pfi zkoumani hledat

P¥iklady

e Co Vas miiZe zajimat u access-listii kromé& kontroly zda nebyl
néjaky access-list upraven?

e Ovéfte, zda pouzita kombinace HW a opera&niho systému
(I0S), nema n&jaké zndmé bezpetnostni , diry", kterych mohl
atoénik vyuzit. To miZe vyznamné zkratit ¢as zkoumdni.
Nenaistalované , patche” mohou odpov&d na otdzku, jak se
uto¢nik k ndm dostal.

¢ Kontrola roli ve spanning-tree (proti dokumentaci sit&€) mize
odhalit pokusy o zmé&nu sitové topologie. Kdo je Root Bridge?
Jak lze ovlivnit vybér Root Bridge v siti?

e Obsah CAM tabulky a velky traffic na portu miizZe snadno
odhalit MAC Address Flooding.
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Dékuji za pozornost!



	Obsah
	Smerovac
	prehled
	detail
	prehled2
	detail2
	P
	zaver

	Prepínac
	prehled2
	detail2
	zaver2

	Analýza
	obecne
	priklady


