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Obsah prednasky

@ Aktualné z kyber svéta

@ Opakovani - bezpeénost dat

@ Stanoveni narokii na bezpecnost

@ Praktické priklady
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Stav Wall of Shames 30.10.2025

Wassa, SRO
@ Discovery Date: 2025-10-19
WASSA

In 2012, we established a sheltered

workshop and we provide more than 100

protected work positions a...

S I o

gjszlin.cz
Safepay

@ Discovery Date: 2025-05-26
Estimated Attack Date: 2025-05-21

[Al generated] N/A...

OO

kosmas.cz
@ Discovery Date: 2025-05-28
K Estimated Attack Date: 2025-05-04

Online bookstore Kosmas.cz ...

_ S&0
www.vial

CIMEXSTEEL.CZ h

@ Discovery Date: 2025-08-08

Estimated Attack Date: 2025-08-07
E STEEL

0EL - NEREZ - HUNIK

The Czech holding company CS STEEL
a.s. manufactures and sells metal
structures for private and publ...

3 o [

Grafton Technologies h

- & Discovery Date: 2025-05-14
0 Estimated Attack Date: 2025-05-12
United States...

S 0 lllII

Nedved Architekti h

@ Discovery Date: 2025-05-12
Estimated Attack Date: 2025-05-03

The main principle of the work of the
Nedvéd architects studio is the search for
new spatial solutio...

»>

C

ACMARK h

@ Discovery Date: 2025-07-29
Estimated Attack Date: 2025-06-24

ACMARK s r o is a company that operates
in the Repair Services industry. It employs
10t019 people an...

S - o-SM® 29

Synthesia.com h

& Discovery Date: 2025-05-05

SYNTHESIA TECHNOLOGY was founded
in 1964 with private capital. It started
operations in the chemical...

O&o

csspv -
| Nightspire ]

@ Discovery Date: 2025-04-28
Estimated Attack Date: 2025-04-27

csspv (Czechia)...

S =

E)
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Monitoring Darknet

Algas Engineering Pte - Algas Engineering m
I S
InterLOGIC Inc(US)

T T
I "

silocaf.com inc ransom

Secretaria de Educacion de Veracruz, SEV(Mexico)
—

Bink Photo i |

WWW.Viavis.cz

date

2025-04-10

2025-04-10

2025-04-10

2025-04-10

2025-04-09

2025-04-09

2025-04-08

2025-04-08

2025-04-08

2025-04-08

2025-04-08

2025-04-08

2025-04-08

2025-04-07

2025-04-07

2025-04-07

2025-04-07

2025-04-06

2025-04-06

2025-04-06

title
3P Corporation
silocaf.com
finetech.de

chesterfieldtwp.org

ccso02014.1ocal (sheriffs)
gramoll.com

physiciansmedicalbilling.net

REMS, Tnc.

https://www.thirdave.com

Thiekon Constructie
crystal-d.com
Coop57
shengyusteel.com

Galesburg Area Chamber of Commerce

Telecontrol

[DISCLOSED]Cell C

IDS Infotech
asiapacificex.com

Hofmann Férdertechnik GmbH

Groupe Delcourt

group
spacebears
incransom
incransom
incransom
incransom
lynx

lockbit3

kairos
metaencryptor
incransom
lockbit3
incransom
underground
kairos
ransomhouse
ransomhouse
hunters
lockbit3
hunters

hunters
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Kyber utoky v CR aktualné

S

Companies

News

World Clock

Los Angeles
C10:49 PM -1d

New York
¢ 01:49 AM

London
€ 06:49 AM

Paris
¢ 07:49 AM

Moscow
08:49 AM

Beijing
01:49 PM

Tokyo
02:49 PM

Visitors

Last 24 hours
14,959

Last 7 days
91,732

WWW.Viavis.cz

Companies

All?73 # Awaiting”  Stocks “*  Unicorn 2°

TEDOM

b Czechia

=

Revenue Employees
$100M 730

SmartLynx Airlines SIA
B Latvia

=

Revenue Employees
$150M 1,000

ICBC (London)
United Kingdom
& L2

Revenue Employees
$250M 500

Blackmon Mooring
E= United States of America

@ =
Revenue Employees
$322.2M 1,572

US™° Europe® Asia’’ Exfiltrated “®* Encrypted '®*

© 1d 17h @9m .
Disclosures
O AllData
Discl: i i
oljsiosures 2178 - 1,402,253 files
2

Disclosures

1/1
*
Disclosures
717
@ 2d 17h 09m

Disclosures
0/1
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https://hunters55rdxciehoqzwv7vgyv6nt37tbwax2reroyzxhou7my5ejyid.onion/companies/3433731161

Kyber utoky aktualné — novy trend

9 UtOky bez sifrovani dat ALGAS ENGINEERING PTE LTD - ALGAS

i , A LETENEIINC
@ Pouze zcizeni ENGIN

APR 10, 2025

5 photos | [2) @ files | (})0.00 KB
@ Nasledné vydirani

Algas Engineering Algas Engineering Pte Ltd is a gas pipe contractor, established in early 2007, with
the core capability of dealing with gas pipe installation for both new and alteration & addition (A&A)
of residential and commercial develo ...
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Kyber Utoky v CR aktudlné

‘A\ CICADA3301 @ FOR COMPANIES 2, BE AFFILIATE BUY BITCOIN o:g MIRRORS E| CONTACT US

. = Y ‘ MOTIP N
SPRAVA SLUZEB HLAVNI bl ¢ EAGLE DISTILLERIES : I.A.T.S.E. LOCAL 667/669

MESTA PRAHY

WEB: https://eagledis.com EAGLE DISTILLERIES WEB: www.iatse667.com
WEB: https:/fwww.sshmp.cz 0 e SIZE DATA: 50 GB SIZE DATA: 125 GB
SIZE DATA: 200 GB ATTACHMENTS: 9 ATTACHMENTS: 6
ATTACHMENTS: 6 STATUS: STATUS:
STATUS: CREATED: April 5, 2025 CREATED: March 25, 2025

CREATED: April 9, 2025
© 1644 VIEW POST — © 11215 VIEW POST —

O 617 VIEW POST —

MinebeaMitsumi

MINEBEAMITSUMI INC BENJAMIN CONSULTING BIRDSALL MULLER LLC

Muller.

WEB: https://www.minebeamitsumi.com WEB: https://bcsmidwest.com WEB: https://birdsall-law.com
SIZE DATA: 3.2TB SIZE DATA: 25GB SIZE DATA: 60 GB
ATTACHMENTS: 35 ATTACHMENTS: 4 ATTACHMENTS: 22
STATUS: STATUS: Published STATUS: Published

£ x-NEws

© 2024-2025 CICADA3301
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Kyber utoky v CR aktualné

Decoding the

@ Jak detekovat skupinu Puzzle: Cicada3301
Ransomware
9 Analyza vektorG Gtoku Threat Analysis

'3 Michael Gorelik - 03 Sep 2024 - 3 min read

@ Vyuziti zranitelnosti

@ Zplsoby postupu

In the rapidly evolving landscape of cybersecurity threats, a new adversary

~ ~r V4 \v4 V4 . V4 l,‘(
Q Nekte r utocnici se nSChovavajl has emerged, drawing inspiration from one of the internet's most enigmatic
; i L . puzzles—Cicada3301. This new threat, dubbed Cicada3301 ransomware, was
Q Ztizeni reseni utoku identified in a Morphisec customer environment just a week ago after

bypassing a leading endpoint and detection and response (EDR) provider

WWww.viavis.cz IV”\V'SI


https://www.morphisec.com/blog/cicada3301-ransomware-threat-analysis/
https://www.morphisec.com/blog/cicada3301-ransomware-threat-analysis/
https://www.morphisec.com/blog/cicada3301-ransomware-threat-analysis/
https://www.morphisec.com/blog/cicada3301-ransomware-threat-analysis/
https://www.morphisec.com/blog/cicada3301-ransomware-threat-analysis/
https://www.morphisec.com/blog/cicada3301-ransomware-threat-analysis/
https://www.morphisec.com/blog/cicada3301-ransomware-threat-analysis/

Jak vyjednavat - HUNTERS — vyjednavaci chat

@ Inspirujte se

It is good for you to know our experience so you can make an educated

decision to work together to come to a reasonable conclusion. Our
@ executives have walked away before. We are prepared to pay you a great

deal of money for quick resolution but not as much as you are asking

15:49

® Ransomware.live

I'm okay to get nothing. Just tell me that you will not pay us $10M and | will
publish all of your data on our data leak site right away.

® Novum
| also would like to point you out that we will send a bulk email to your
fT"Anit competitors, partners and customers, informing them about the incident with
@ Vydirani po telefonu competitors par

@ Bezchybna ¢estina

. v Let's reset and try to work together on this. Clearly $1.5mm is not enough
o SpOOﬁ ng tel . CIS Ia and $10 is too high. How do we come up with something in between? | think

everyone wants to move quickly to finish this on good terms

21:51

The only way for you to resolve this is to pay the full amount. @

Tuesday, 5:18

Www.viavis.cz IV”\V'SI



Aukce dat obeti

Affiliate Contact Us

HYPERNOVA TELECOM HYPONAMIRU synaptic.co.tz
Mar 12,2025 Mar 12,2025 Mar 3,2025

www.hypernovatelecom.com.br www.hyponamiru.cz synaptic.co.tz

Est to SELL : We Will Accept Offer for Data.

You know that nowadays the internet is no Hyponamiru company is behind a Synaptic Solutions combines mature processes,

longer a luxury, but ... comprehensive web application that signifi robust delivery models and wor. One Copy in Case No Answer it Means you Didn’t Win the Auction
’ .

77777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777 For Each Target a TOX ID or XMPP Address will be attached.

Est to LEAK : Full Data Will be Leaked.

In Case Target Business Doesn’t Pay in Time or No One Buys it

Full Data Will be Leaked.

Www.viavis.cz IV”\V'SI


http://arcuufpr5xxbbkin4mlidt7itmr6znlppk63jbtkeguuhszmc5g7qdyd.onion/?cat=5
http://arcuufpr5xxbbkin4mlidt7itmr6znlppk63jbtkeguuhszmc5g7qdyd.onion/?cat=5

Trendy — utoky jsou dostu ppé‘

Discover its limitless potential.

FraudGPT

Here is a list of possibilities (but this is certainly not a complete list; the

possibilities are limited only by your imagination):

Write malicious code

STA RTS A Create undetectable malware

Find non-VBYV bins

Create phishing pages

Not just a GPT LLM, but an all inclusive testing, cracking, action and access Create hacking tools

tool. Get your hands dirty with cutting edge uncensored Al. No limitations,
Find groups, sites, markets

rules, boundries...

Write scam pages/letters
Find leaks, vulnerabilities
Learn to code/hack
Find cardable sites

Millions of samples of phishing emails

WWww.viavis.cz IV”\V'SI


http://fraudgptqdzh5wnn4qspamvfuktt2bdbok5axsijwlu27cnvpxgy2kyd.onion/
http://fraudgptqdzh5wnn4qspamvfuktt2bdbok5axsijwlu27cnvpxgy2kyd.onion/

Jak byste reagovali?

@ Organizace byla napadena:

@ Utok se podarilo vcas detekovat
@ Nedoslo k nasazeni ransomware
@ Zastaralé systémy (RSW nebézel)
@ Utoénici aktualizovali - ztratili ¢as
9 Doslo k extrakci dat
@ Forenzni analyza nebyla schopna detekovat, jaka data unikla

@ Byla provedena investigativni analyza - negativni vysledek

Www.viavis.cz IV”\V'SI



Jak byste reagovali?

@ Jaké kroky byste ddle podnikli?

@ Jakd pripadnd rizika detekujete?

Www.viavis.cz IV”\V'SI



’

Kam tim mirim...

© Mezi extrahovanymi daty mohla byt data partneri

@ Kryji tuto situaci standardni NDA?

@ Jak byste tento problém fesili?

Www.viavis.cz IV”\V'SI


S_NDA_Vzor_FIN.docx

Doplnéni NDA

@ Povinnosti prijemce informaci:

@ Neprodlené informovat o incidentech, které mohou souviset s daty poskytovatele

@ Poskytnout soucinnost v Feseni incidentu

@ Odpovédnosti za skodu a pokuty:

@ Limitace $kody a pokut v pfipadé informovani, soucinnosti a reseni

@ PIna odpovédnost u zatajeni incidentu a ohroZeni poskytovatele informaci

Www.viavis.cz IV”\V'SI



Bezpecnost informaci/dat - prakticky

@ Co si pod pojmem “bezpeénost dat* predstavujete?

@ Jste majitelé firmy, odpovédni manaZefi, jak bezpe¢nost dat vyresite?

Www.viavis.cz IV”\V'SI



Bezpecnost informaci/dat - prakticky

@ Bezpeénost dat/informaci:

@ Dosazeni stanovené miry:
@ DGvérnosti
@ Dostupnosti
9 Integrity

@ Hodnovérnosti - autenticity (rozdil proti integrité?)

Www.viavis.cz IV”\V'SI



Pojdme si hrat - prakticky

@ Jste bezpecénostni manaZefi organizace (zvolte si jaké)

@ Ukol od top managementu: ,Vyreste mi ochranu dat“

@ Jak budete postupovat?

@ Co vie budete fesit?

Www.viavis.cz IV”\V'SI



1. Krok — hranice, scope, dekompozice

@ Jinymi slovy - nastaveni hranic:
@ Co se zahrnuje do feseni bezpe¢nosti a co uz ne

@ Definice perimetru

@ Velmi dilezity krok

9 Priklady:
@ Cela firma/konkrétni lokalita/konkrétni provoz
@ Cely informaéni systém/jeho &ast

@ Konkrétni procesy

Www.viavis.cz IV”\V'SI



1. Krok — hranice, scope, dekompozice

@ Dekompozice organizace na business aktiva/obchodni funkce/primarni aktiva

@ Problém s pochopenim pojmu ,business aktivum/primarni aktivum/obchodni funkce*
(dosadte si cokoli) u manazert

@ Co je business aktivum?

9 Produkt?

@ Vedeni béznych uctl pro banku?
o Krypto burza?
o Vyrobeny automobil?

@ Oblast ¢innosti?

@ Obchod?
@ Finanéni fizeni?
@ Personalistika?

Www.viavis.cz IV”\V'SI



Business aktivum/obchodni funkce/primarni aktivum

@ Klicova otazka, co to je?
@ Neexistuje univerzalni recept
@ Soubor procest, ¢innosti, které tvori samostatny celek (je tfeba je chranit)

@ Cinnosti poskytované navenek pro klienty

o Generuji zisk
9z jejich ucelem je organizace zfizena
@ Cinnosti poskytované uvnit

9 Interni klienti
9 Jsou nezbytné pro fungovani organizace

@ Pozor u prekryvu a vzajemné ovliviiujicich se procest

@ Doporuéuiji analyzovat VELMI peélivé v kontextu organizace

Www.viavis.cz IV”\V'SI



Rizika Spatné dekompozice

@ Rizika $patného pochopeni/dekompozice
@ Prilis Siroké business procesy:
@ Velky rozsah informacnich aktiv - problém ochrany
@ BCP se neda navrhnout - nelze stanovit rozumné parametry
@ Nepiimérené vysoké naklady

@ Komplikovanost, neotestovatelnost

@ Spatné pochopené procesy:
@ NesmysIné parametry
@ Riziko => business proces = produkt

@ Konzultaéni ndraz u BIA a AR => $patni vlastnici, nerelevantni odpovédi
Www.viavis.cz IV”\V'SI



Mame dekomponovano, jak dal?

@ BIA - Business Impact Analysis => jaky dopad bude mit, kdyZ se stane...
0 NepOd Cenit: Level Impact Value in the scale

@ Stanoveni stupnice hodnot $kody

Reducing the efficiency of work in
1 multiple departments, a possible increase Up to 10.000 USD
in incoordination and downtime

@ Odpovidajici predstava o dopadu
Disrupting work in the organization,
2 significantly reducing the effectiveness of 10.000 - 5.000.000 USD
the activities of individual departments.

Stopping some activities and providing
services. Outgrowing the framework of
the organization, the possibility of
3 mediating problems, reducing the credit 5.000.000 - 100.000.000 USD
of the organization. The organization
does not actually carry out the usual
agenda, harming the interests of clients.

Stopping most activity and service
provision. Very high impacts on the
organization's service delivery.
4 Outgrowing the framework of the More than 100.000.000 USD
organization, media coverage of
problems, a significant reduction in the

Www.viavis.cz e IV”\V'SI



BIA — co dale nepodcenit

o Pa ra mEtry hOd nocen I’ Unavailability longer than 1 minute

9 DO StLI p nOStZ Unavailability longer than 5 minutes

Unavailability longer than 15 minutes

@ Relevantni kala

Unavailability longer than 30 minutes

@ Zpdasob vypoctu stanoveni dopadu

Unavailability longer than 1 hour

Q DC'Vé rn Ost: Unavailability longer than 4 hours

Unavailability longer than 1 day

@ Jaka ztrata dovérnosti se hodnoti Unavailabilitylonger than 2 days

Unavailability longer than 1 week

@ Integrita:

Unavailability longer than 2 weeks

@ Vysvétleni, co ztrata integrity znamen3

Unavailability longer than 4 weeks

o H Od nOVé rn OStI Data loss since last backup

Complete data loss

@ Relevance hodnoceni, zahrnuti do integrity

Loss of confidentiality

@ Ne vZdy je voditko dané metodikou KB vhodné .
Www.viavis.cz IV”\V'SI



Mame dekomponovany obchodni funkce (primarni aktiva)  =4¢

© Detekce informacnich aktiv:

o Co je informacni aktivum?

9s jakymi informacemi pracuiji (jaka informacni aktiva konzumuiji)

@ Problémy:

@ Je vlastnik obchodni funkce schopen detekovat relevantni informacni aktiva?

9D Jde opravdu o informacni aktiva?

9 kdo je vlastnik konkrétniho informacniho aktiva?

9 Cose sdilenymi informacnimi aktivy? (Jedno aktivum sdili vice obchodnich funkci)

Www.viavis.cz IV”\V'SI



Informacni aktiva

@ Cilem je stanoveni narok(i na DGvérnost x Dostupnost x Integritu x (Hodnovérnost)

@ Druhym podstatnym cilem je stanoveni hodnoty informac¢niho aktiva

9 Proc hodnoty?

@ K &emu se hodnota vyuzije?

Www.viavis.cz IV”\V'SI



BIA informacnich aktiv

@ Hodnoceni dopadu incidentti na informacni aktiva:

o Dopady prolomeni CIA Triad

o Principialné stejny postup jako u BIA obchodni funkci (primarnich aktiv)

Www.viavis.cz IV”\V'SI



BIA informacnich aktiv — stupnice hodnoceni

Level Impact Value in the scale

@ Vychodisko - stupnice hodnoceni obchodnich funkci

Reducing the efficiency of work in
1 multiple departments, a possible increase Up to 10.000 USD
inincoordination and downtime

o Opét — vypovidajici predstava o dopadu (hodnoté)

Disrupting work in the organization,
2 significantly reducing the effectiveness of 10.000 - 5.000.000 USD

9 N Utn (0] peél |Vé VOI |t the activities of individual departments.

Stopping some activities and providing
services. Outgrowing the framework of
the organization, the possibility of
3 mediating problems, reducing the credit 5.000.000 - 100.000.000 USD
of the organization. The organization
does not actually carry out the usual
agenda, harming the interests of clients.

Stopping most activity and service
provision. Very high impacts on the
organization's service delivery.
4 Outgrowing the framework of the More than 100.000.000 USD
organization, media coverage of
problems, a significant reduction in the
organization's credit

Www.viavis.cz IV”\V'SI



BIA informachich aktiv — oblasti hodnoceni

® Oblasti hodnoceni:

@ Oblasti dopadl incidentU, které aktivum ohroZuji
o Existuji Sablony — opét peclivé volit

A: Bezpecnost a zdravi osob

B. Ochrana osobnich udajl

C. Zakonné a smluvni povinnosti
D. Trestné pravni odpovédnost
E. Verejny poradek

F. Mezinarodni vztahy

G. Rizeni a provoz organizace

H. Ztrata ddvéryhodnosti

I. Financ¢ni ztraty

Www.viavis.cz IV”\V'SI
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@ Skaly hodnocen

W4

Vé

é maji smys

o Stanoveni takovych skal, kter

o Existuji Sablony — opét peclivé voli

Integrita

Hodnovérnost

Uvérnost

o

D

Dostupnost

A1u831A14831u1 e1R1IZ

13S0UJA0UPOY JudSNJIEN

1350UJaANp e1esiz eujdn

13SOUIRANP BIRIIZ JUIDIY|

1ep e1es1z Juls|dwoy

Ayojez jupajsod po 1ep eresiz

AupA1p zou |s|ap 1soudnisopaN

AupA1z zau |s|9p 1soudnisopaN

uapA1 T zau Jsjop 1soudnysopanN

Aup z zau 1sjop 1soudnisopaN

uap T zau |s|Pp 1soudnisopaN

Auipoy ¢ zau |5|9p 1soudnisopaN

euIpoy T zau |s|ap 1soudnisopaN

INUIW Qg Z3U |Sap IsoudnisopaN

NulW GT zau JsPp 1soudnisopaN

INUIW G Zau Jsap 3soudnisopaN

eINUIW T zau Js|ap Isoudnysopan
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BIA informacnich aktiv — stanoveni vysledné hodnoty

@ Napf¥. - vice hodnocenych parametr(i dostupnosti => jaka je vysledna hodnota?

Vypocet dostupnosti -

X 4 3 2 1
maxima
Nedostupnost del$inez 3 2 1 1
1 minuta
Nedostupnost del$inez 3 2 1 1
5 minut
Nedostupnost delSinez 3 2 1 1
15 minut
Nedostupnost delSinez 3 2 1 1
30 minut
Nedostupnost delSinez 4 3 1 1
1 hodina
Nedostupnost delsinez 4 3 1 1
4 hodiny
Nedostupnost delsinez 4 3 2 1
1den
Nedostupnost delsinez 4 3 2 1
2 dny
Ne(’iostupnost delSinez 4 3 2 1
1 tyden
Ne('iostupnost delSinez 4 3 3 1
2 tydny
Nefiostupnost delSinez 4 4 3 1
4 tydny
Ztrata dat od 4 & 2 1
posledniho backupu

4 4 3 2

Kompletni ztrata dat

Www.viavis.cz IV”\V'SI



Co nasleduje

@ Stanoveni vazby - informacni aktivum x IKT aktivum (podptrné aktivum)

@ Prenos hodnoty informaéniho aktiva na IKT aktivum:
o Vzdy maximalni hodnota informacnich aktiv, které nese

@ Provedeni analyzy rizik IKT aktiv:

) Hrozby
@ Zranitelnosti

@ Frekvence
) Dopad
@ Mira rizika => navrh opatfeni na jeho snizeni

Www.viavis.cz IV”\V'SI



Pojdme si to zkusit

@ Navrhnéte typ organizace - alespori zakladni pochopeni fungovani

@ Popisme “obchodni model

@ Stanovte poZadavky na bezpecnost dat

Www.viavis.cz IV”\V'SI



34

Prostor pro vase dotazy...
Dékujeme za pozornost

= Vladimir Lazecky
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	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34

