4. PREDNASKA —
CIS CONTROLS




CIS

m Center for Internet Security Critical Security Controls for Effective Cyber Defense

m Publikace obsahuijici ,best practice” v oblasti poCitaCove bezpecnosti

m Zdarma pro vsechny

m \ytvoreno dobrovolniky ze Cyber security komunity

m Stoji na zakladé znamych, aktualnich cyber utoku a metod

m Obsahuje 20 ,Controls® (klicovych akci) - pro spravné zabezpeceni sité




Zakladni CIS controls

1. Inventory and Control of Hardware Assets
2. Inventory and Control of Software Assets
3. Continuous Vulnerability Management

4. Controlled Use of Administrative Privileges

5. Secure Configuration for Hardware and Software on Mobile Devices, Laptops, Workstations
and Servers

6. Maintenance, Monitoring and Analysis of Audit Logs




CIS Control 1: Inventory and Control
of hardware Assets

m Inventarizace a kontrola (prehled)
hardwarovych aktiv

CIS Control 1: System Entity Relationship Diagram

m Cile:
— Aktivni sprava vsech HW zarizeni v s
— Pristupy povolit pouze autorizovanym

zarizenim
— Nalezt neautorizovana a nespravovar. proereny
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Dulezitost CIS 1

m Utocnici neustale skenuiji sité svych cil(i
m Cekaji na zafizeni, které se pfipoji do sité:
— nhové nechranéné systémy
— ,Come and go off* zarizeni (Notebooky, vlastni zafizeni zaméstnancu)

— Novy HW (pripojen ale nezabezpecen napr. konfigurace a patching probéhne az
dalsi den — cas pro utocnika)

— Testove systémy, demo, sit pro hosty atd...

m Ve velkych firmach byva problém spravovat velmi ménici se prostredi
m Sprava vSech zafizeni hraje dulezitou roli pfi:

— Planovani

— Zalohovani

— Reakcich na incidenty

— Zotaveni po utoku




CIS control 1: subcontrols

CIS Control 1: Inventory and Control of Hardware Assets

Sub-
Control

1.1

1.2

1.3

1.4

1.5

1.6

1.7

1.8

Asset

Type

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Security
Function

Identify

Identify

Identify

Identify

Identify

Respond

Protect

Protect

Control
Title

Utilize an Active
Discovery Tool

Use a Passive Asset
Discovery Tool

Use DHCF Logging to
Update Asset Inventory

Maintain Detailed Asset
Inventory

Maintain Asset Inventory
Information

Address Unauthorized
Assets

Deploy Port Level Access
Contraol

Utilize Client Certificates
to Authenticate
Hardware Assets

Control
Descriptions

Utilize an active discovery tool to identify devices
connected to the organization’s network and
update the hardware asset inventory.

Utilize a passive discovery tool to identify devices
connected to the organization’s network and
automatically update the organization’s hardware
asset inventory.

Use Dynamic Host Configuration Protocol
(DHCP) logging on all DHCP servers or IP address
management tools to update the organization’s
hardware asset inventory.

Maintain an accurate and up-to-date inventory
of all technology assets with the potential to
store or process information. This inventory shall
include all assets, whether connected to the
organization's network or not.

Ensure that the hardware asset inventory records
the network address, hardware address, machine
name, data asset owner, and department for each
asset and whether the hardware asset has been
approved to connect to the network.

Ensure that unauthorized assets are either
removed from the network, quarantined or the
inventory is updated in a timely manner.

Utilize port level access control, following

802.1x standards, to control which devices can
authenticate to the network. The authentication
system shall be tied into the hardware asset
inventory data to ensure only authorized devices
can connect to the network.

Use client certificates to authenticate hardware
assets connecting to the organization’s trusted
network.

Implementation
Groups
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CIS Control 1: Souhrn

m Udrzeni aktualniho a presného prehledu = trvaly a dynamicky proces

m Organizace mohou pravidelné sit skenovat pro identifikaci zarizeni

m Pred skenovanim je potreba zajistit dostateCnou Sifku pasma (na zaklade
historie zatéze a kapacit jejich site)

m Pasivni skenery pak na kritickych mistech sleduji komunikaci na zakladé ktere
se snazi identifikovat zafizeni

m Informace Ize ziskat z routeru a switchu (napf. MAC adresy)

m Kazdé zarizeni (fyzické/virtualni) vyuzivajici IP adresu by meélo byt zahrnuto do
iInventare aktiv organizace



CIS Control 2: Inventory and Control
of Software Assets

CIS Control 2: System Entity Relationship Diagram

m Inventarizace a kontrola (pfehled) softwarovyt
aktiv

m Cile:
— Aktivni sprava veskereho SW v siti

— Povolit instalace a spusteni pouze
autorizovanych SW

— Nalézt neautorizované a nespravované SW
a zabranit jefich instalaci a spusténi




Dulezitost CIS 2

m Utoénici neustale skenuji sité svych cilt
m Hledaji zranitelné verze SW, které mohou byt vzdalené napadeny:
—  neaktualizovany SW
—  Neopravnény SW (SW, ktery nema v siti co délat)
—  Novy SW (Neotestovany v ramci bezpecnosti)
m Bez spravné znalosti a kontroly SW v organizaci nelze sit’ spravné zabezpecit

m Utocnici rozesilaji rizné $kodlivé weby, dokumenty, medialni soubory atd. pfes divéryhodné zdroje (Vlastni
web firmy, partneri, kolegové atd)

m Vyuzivaji zero-days exploits (Vyuzivaji zranitelnosti, ktera jesté nema patch)
m Po uspésSném utoku dochazi k ziskani kontroly nad systémem

m  Spatné kontrolovatelné zafizeni -> nejspi$ obsahuje new)tfebr]y/ékodlivy SW -> napadeni takoveého zarizeni =
moznost napadeni celé sité ->organizace bez spravy SW = nejsou schopni zjistit pricinu problemu a detekovat
Skodlivy SW

m Sprava vSech SW hraje dulezitou roli pfi:

—  Planovani

—  Zalohovani

— Reakcich na incidenty
—  Zotaveni po utoku




CIS control 2: subcontrols

CIS Control 2: Inventory and Control of Software Assets

Sub-
Control

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

29

Asset
Type

Applications

Applications

Applications

Applications

Applications

Applications

Applications

Applications

Applications

Applications

Security
Function

Identify

Identify

Identify

Identify

Identify

Respond

Protect

Protect

Protect

Protect

Control
Title

Maintain Inventory of
Authorized Software

Ensure Software Is
Supported by Vendor

Utilize Software
Inventary Tools

Track Software Inventory
Information

Integrate Software
and Hardware Asset
Inventories

Address Unapproved
Software

Utilize Application
Whitelisting

Implement Application
‘Whitelisting of Libraries

Implement Application
Whitelisting of Scripts

Physically or Logically
Segregate High Risk
Applications

Control
Descriptions

Maintain an up-to-date list of all authorized
software that is required in the enterprise for any
business purpose on any business system.

Ensure that only software applications or
operating systems currently supported and
receiving vendor updates are added to the
organization's authorized software inventory.
Unsupported software should be tagged as
unsupported in the inventory system.

Utilize software inventory tools throughout the
organization to automate the documentation of
all software on business systems.

The software inventory system should track the
name, version, publisher, and install date for all
software, including operating systems authorized
by the organization.

The software inventory system should be tied
into the hardware asset inventory so all devices
and associated software are tracked from a single
location.

Ensure that unauthorized software is either
removed or the inventory is updated in a timely
manner.

Utilize application whitelisting technology on all
assets to ensure that only authorized software
executes and all unauthorized software is blocked
from executing on assets.

The organization’s application whitelisting
software must ensure that only authorized
software libraries (such as *.dll, *.ocx, *.50, etc.) are
allowed to load into a system process.

The organization’s application whitelisting
software must ensure that only authorized,
digitally signed scripts (such as *.ps1,*.py, macros,
etc.) are allowed to run on a system.

Physically or logically segregated systems should
be used to isolate and run software that is
required for business operations but incurs higher
risk for the organization.

Implementation

Groups

3



CIS Control 2: Souhrn

m Whitelisting Ize implementovat pomoci kombinace komercnich whitelistingovych
nastroju, zasad (policy) a nastroju testujici aplikace, které pfichazeji spolecné s
antivirovymi baliCky a popularnimi operacnimi systémy.

m Komercni nastroje pro inventarizaci SW a zarizeni jsou dnes Siroce dostupné a
pouzivaji se v mnoha podnicich.

m Nejlepsi nastroje poskytuji kontrolu stovek beznych aplikaci pouzivanych v
podnicich

m Ziskavaji informace o dostupnych patch-ich.

m KomercCni nastroje navic stale vice sdruzuji antiviry, antispyware, osobni brany
firewall, IDS, IPS spolu s bilou a Cernou listinou aplikaci.



CIlS Control 3: Continuous
Vulnerability Management

Aktivni sprava zranitelnosti

Zranitelnost (Vulnerability) = V pocCitacove
bezpecnosti je zranitelnosti slabost, kterou
muze utocnik, zneuzit k provadéni

neopravnénych akci v pocCitaCovem systemu.

Cile :
— Neustale ziskavat a vyhodnocovat novée
informace, které vedou k:
m Identifikaci zranitelnosti
m Napravé (remediate)
m Minimalizaci prilezitosti pro utoCniky
(attack surface)

CIS Control 3: System Entity Relationship Diagram
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Dule itost CIS 3

Sprava zranitelnosti je trvala aktivita vyzaduijici Cas, pozornost a zdroje

m Bezpecnostni tymy musi pracovat se spoustu neustalych informaci (aktualizace SW,
patch, bezpecnostni doporuceni atd.)

m Utocnici maji piistup ke stejnym informacim ohledné& zranitelnosti, kterych mdzou vyuzit

m Nahlasena nova zranitelnost -> zavod mezi: utoCniky (Co nejrychleji zneuzit), prodejci
(Co nejrychleji vydat patch, aktualizaci) a bezpecnostnich tymu(vyhodnocovani rizik,
instalace patchu)

m Organizace, které neresi zranitelnosti Celi velké pravdépodobnosti ohrozeni jejich
pocitaCovych systému

m V takovych organizacich je remedeation (napravné opatreni) velice obtizné




CIS control 3: subcontrols

CIS Control 3: Continuous Vulnerability Management

Sub-
Control
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3.2

3.3

3.4

3.5

3.6

3.7

Asset
Type

Applications

Applications

Users

Applications

Applications

Applications

Applications

Security
Function

Detect

Detect

Protect

Protect

Protect

Respond

Respond

Control
Title

Run Automated
Vulnerability S5canning
Tools

Perform Authenticated
Vulnerability 5canning

Protect Dedicated
Assessment Accounts

Deploy Automated
Operating 5ystem Patch
Management Tools

Deploy Automated
Software Patch
Management Tools

Compare Back-to-Back
Vulnerability 5cans

Utilize a Risk-Rating
Process

Control
Descriptions

Utilize an up-to-date Security Content Automation
Protocol (SCAP) compliant vulnerability scanning
tool to automatically scan all systems on the
network on a weekly or more frequent basis

to identify all potential vulnerabilities on the
organization’s systems.

Perform authenticated vulnerability scanning
with agents running locally on each system or with
remote scanners that are configured with elevated
rights on the system being tested.

Use a dedicated account for authenticated
vulnerability scans, which should not be used for
any other administrative activities and should be
tied to specific machines at specific IP addresses.

Deploy automated software update tools in order
to ensure that the operating systems are running
the most recent security updates provided by the
software vendor.

Deploy automated software update tools in order
to ensure that third-party software on all systems
is running the most recent security updates
provided by the software vendor.

Regularly compare the results from consecutive
vulnerability scans to verify that vulnerabilities
have been remediated in a timely manner.

Utilize a risk-rating process to prioritize the
remediation of discovered vulnerabilities.

Implementation

Groups

3



CIS Control 3: Souhrn

m Existuje velké mnozstvi nastroju, pro skenovani zranitelnosti

m Pro standardizovani odhalenych zranitelnosti je lepSi vyuzivat skeny, které
vyuzivaji: CVE, CCE, OVAL, CPE, CVSS a/ nebo XCCD

m PokrocCilé nastroje |ze nakonfigurovat s prihlaSovacimi udaji pro provadéni
komplexnéjSich prohledavani, nez jaké Ize dosahnout bez pfihlasovacich udaju.

m Nastroje take mohou kontrolovat nastaveni jednotlivych zarizeni
m Nastroje Ize propoijit s ticket systemy

m Nastroje porovnavaji jednotlivé skeny = vytvareni reportu a trendu
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I Top

m https://www.combodo.com/teemip-online-demo




Qualys

m  Qualys community edition



https://www.qualys.com/community-edition/
https://www.qualys.com/community-edition/
https://www.qualys.com/community-edition/

CIS benchmark

m Cis-cat-full.zip




Nikto

m https://github.com/sullo/nikto




zdroje

m https://www.cisecurity.org/




